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Lnux OO0O0O0000000OO0DDODODOOOO LinusODODOO
goobooobod

$ git tag -v v2.6.31

object 74fcab6a42863ffacaf7ba6f1936a9f228950£f657
type commit

tag v2.6.31

tagger Linus Torvalds <torvalds@linux-foundation.org> (12525344

Linux 2.6.31
gpg: 20090 090 100 o070 140 110 JSTO DSAO ID 76E21CBB U U |
grg: JOOOOODOOOO: ODOOOOOOOOOO
error: could not verify the tag ’v2.6.31°
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O00000000000000000000 Debian OO
O secure-apt DO OO0 OO

# apt-get update
W: GPG error: http://cdn.debian.or.jp testing Release:| The fol.
signatures couldn’t be verified because the public key is not
available: NO_PUBKEY 9AA38DCD55BE302B
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# gpg —--keyserver wwwkeys.eu.pgp.net --recv-keys 9AA38DCD55BE3
# gpg ——armor --export 9AA38DCD55BE302B | apt-key add r
# apt-get update

Fetched 2B in 1s (1B/s)
Reading package lists... Done
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9AA38DCD55BE302B DD U OO OOOOooooonO
oo

pub 4096R/55BE302B 2009-01-27

uid Debian Archive Automatic Signing Key (5.0/lenny) <
sig sig3 55BE302B 2009-01-27 _____ 2012-12-31 [selfs
sig sig T7E7B8ACY9 2009-01-27 _____ __________ Joerg
sig sig DOECO723 2009-01-27 _____ __________ Mark H
sig sig BE9BF8DA 2009-01-27 _____ __________ Mike 0O

sig sig 30B94B5C 2009-05-24 —

ftpmaste:
ig]
Jaspert -
ymers <m]
’Connor
#* (imac:
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sig
sig
sig
sig
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$ gpg --keyserver pgp.mit.edu --recv-keys 55BE302B
$ gpg ——list-sig 55BE302B
4096R/55BE302B 2009-01-27 [O0O: 2012-12-31]

Debian Archive Automatic Signing

<ftpmaster@debian.org>

TETB8AC9 2009-01-27
DOEC0723 2009-01-27
BEOBFS8DA 2009-01-27
30B94B5C 2009-05-24
55BE302B 2009-01-27
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trust path finder

OO0 Webof Tst OO OOOOODOOODODODO
trust path finder OO OO 0O0OD0OOODODOOOO
http://pgp.cs.uu.nl/mk_path.cgi

PGP key statistics : Nobuhiro Iwamatsu <iwamatsu.at.debian.org>

40AD1FA6 - Nobuhiro Iwamatsu <iwamatsu.at.debian.org>

trust paths :

from |40AD1FAS to I trust paths reset
from I to IdBADIFAE trust paths reset
see also :

® key statistics in the wotsap analysis by Jorgen Cederldf
* look up Nobuhiro Iwamatsu on Go-gle

e analysis of the strong set in the PGP web of trust
® FAQs about the PGP pathfinder and key statistics

statistics :
signatures 54
keys signed 61
mean shortest distance (msd) |4.3812


http://pgp.cs.uu.nl/mk_path.cgi
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epge 00000000000

gpg ——keyserver pgp.mit.edu --recv-key 40AD1FA6
gpg —-—-fingerprint 40AD1FA6

gpg ——edit-key 40AD1FA6

gpg -—-sign-key 40AD1FA6

gpg —--check-sig 40AD1FA6

gpg ——export -a 40AD1FA6 > iwamatsu.gpgkey
iwamatsu.gpgkey U UUO0O0OO00O0O OO+000000O0O
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caff O signing-party 00 O 0000000 OOO0O

$ sudo apt-get install signing-party




cff DIDDDO0D000000DD caff OO DOOOOOODODO
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#Regards,
#{$owner}
#EOM

Please edit /home/hoge/.caffrc and run caff again.




caff O OO [

“/caffc 000 OO0OOOOOOOOOO

$ cat ~/.caffrc

$CONFIG{’owner’}
$CONFIG{’email’}

’Nobuhiro Iwamatsu’;
’iwamatsu@debian.org’;

$CONFIG{’keyid’}

[ qw{4121C7433170EBE9 32247FBB40AD1FA6} ]

# Additionally encrypt messages for these keyids
$CONFIG{’also-encrypt-to’} = [ qw{4121C7433170EBE9 32247FBB40AI

# Mail template to use for the encrypted part
$CONFIG{’mail-template’} = << ’EOM’\maketitle#Hi,

please find attached the user id{(scalar Q@uids >= 2 7 Ps’ : ’’.
{foreach $uid (@uids) {

$O0UT .= ““\t’’.$uid.’’\n’’;
};}Yof your key {$key} signed by me.




caff O OO [

cff OO0 OODODODODOOO cert-digest-algo 0 SHAL1 O
00 000000YSHAS12000000

$ mkdir -p ~/.caff/gnupghome

$ chmod 700 ~/.caff/gnupghome

$ cat >> ~/.caff/gnupghome/gpg.conf
cert-digest-algo SHA512
personal-digest-preferences SHA512
EOF

http://bugs.debian.org/cgi-bin /bugreport.cgi?bug=527944
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$ caff -u JOO ID OOOOID .......
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00000000 ~/.gnupg/pubring.gpg 00 000
~ /.caff/gnupghome/pubring.gpg 00000000000
O ~/gnupg/pubring.gpg O OO OO0

$ gpg --import ~/.caff/gnupghome/pubring.gpg

guobgabguooagbooooobdan

$ gpg --keyserver pgp.nic.ad.jp --send-keys OO0 ID
$ gpg --keyserver pgp.mit.edu --send-keys OO0 ID
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7bed db5f 8cef 8aab
70d8 f3ac b564 8d7d
ef81 739e 6298 1b5b
004a a646 44ab 00a7
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Enjoy GPG Key Signing Party!



