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global static IP server (sakura vps)
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raspberry pi

laptop
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# apt-get install openvpn openssl
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server$ sudo openvpn --dev tunl \
--ifconfig 10.1.1.1 10.1.1.2
client$ sudo openvpn --dev tunl \
--remote UOOOOOO --ifconfig 10.1.1.2 10.1.11




cd /etc/openvpn

sudo cp -R /usr/share/doc/openvpn/examples/easy-rsa
cd easy-rsa/

vi vars

./vars

./clean-all

./build-ca

2.0/ eas
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# ./build-key-server sakura
# ./build-dh
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# ./build-key clientl
# ./build-key nexus4
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# openvpn --genkey --secret ta.key




server J L1 J U

/etc/openvpn/server.conf DO OO0 /etc/init.d/openvpn
restart

port 1194
proto udp
dev tun

user nobody
group nogroup

tls-auth /etc/openvpn/easy-rsa/keys/ta.key O # server is
ca /etc/openvpn/easy-rsa/keys/ca.crt

cert /etc/openvpn/easy-rsa/keys/sakura.crt

key /etc/openvpn/easy-rsa/keys/sakura.key # keep secret
dh /etc/openvpn/easy-rsa/keys/dh1024.pem

server 10.55.2.0 255.255.255.0 # internal tunO connection IP
ifconfig-pool-persist ipp.txt
keepalive 10 120

comp-1zo # Compression - must be turned on at both end
persist-key

persist-tun

status log/openvpn-status.log
verb 3 # verbose mode
client-to-client
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/etc/openvpn/*.conf 0000000 OOOOOOOOONO
000000000 DO000oDOooooood

client

dev tun

port 1194

proto udp

remote xyz.sakura.ne.jp 1194
nobind

tls-auth ta.key 1 # client is 1.
ca ca.crt

cert android-nexus4.crt

key android-nexus4.key
remote-cert-tls server
comp-1zo

persist-key

persist-tun

verb 3



/etc/openvpn/*.conf

Androd O OOOO O

guobooobo

$ 1s -1

android-nexus4.crt

android-nexus4.csr

android-nexus4.key

ca.crt

client.ovpn

ta.key

$ adb push . /sdcard/secure

push: ./ca.crt -> /sdcard/secure/ca.crt

push: ./android-nexus4.key -> /sdcard/secure/android-n
push: ./ta.key -> /sdcard/secure/ta.key

push: ./android-nexus4.crt -> /sdcard/secure/android-n
push: ./client.ovpn -> /sdcard/secure/client.ovpn
push: ./android-nexus4.csr -> /sdcard/secure/android-n

exus4.ke:
exusé.cr:

exus4. cs:
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0 OpenVPN Connect

OpenvPN Import Private Tunnel Profile

Import Access Server Profile

o Open

Import Profile from SD card

Import PKCS#12 from SD card

Your Secure and Private Path to
the Internet
https://www.privatetunnel.com/
andr

n VPN Solution for your Business
http://openvpn.net/android/

OpenVPN is a registered trademark of OpenVPN
Technologies, Inc.
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1 @
0 OpenVPN Connect

Please select .ovpn profile to import
Location: /sdcard/secure

./
W/
P android-nexus4.crt

P android-nexus4.csr

W android-nexus4.key

Pca.crt
B client.ovpn
W ta.key

Cancel

!
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0 OpenVPN Connect

Profile Imported

To create a shortcut to this profile or access the
profile context menu (for rename, delete, etc.),
press and hold on the profile name below. To
switch to a different profile, tap the profile name
briefly.

OpenVPN Profile:

/autologin

@ Profile successfully imported :
autologin

Connect

Your Secure and Private Path to
the Internet

.privatetunnel.com/
android/

0 VPN Solution for your Business
pn.net/android/
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Table: ssh OO OOO0O

sshO OO0 O g
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