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1 Introduction

DebianJP

1.1 OOO0OO0O DebianO OO

Debian 0000000000000 Debian OO0 0000000000000 O00O00OO0OOOOOOOOOOO
00000000000 DebianOOOODODOOODOODO
Debian OO0 OO0O0O00OOO0OOO

e Debian Developer (D000 )0000
e JJU0ODO “00D0D0O0OO0ODO”0D00ODOOOODODOOOODOOOO
e0D00OO
- 000000000000000 facetoface 00 0OOOOODOOOOO
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Debian 00 0000000000000 O0O0OOOO Debian Package 0000000000000 OOOOOO
00000000000000000000000 DebianO0O0O00000000O0O0O0O0O0O0O0O “0”0000
cooooooboobocooooo

1.2 OO Debian O OO

00 Debian 0000 Debian GNU/Linux 0000000000 (00000000 0ODebian 0000OODO
OO0Debian 0000000000000 ODOOOOODOOOOODODOOO
ooooooooooooooooo

e MLOODDOOOODODOODODOOOODOOOOODOOOODOO
e JODODOOODOOO
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2 Debian update

2.1 JessieO OO

e 20150 40 180 Jessie 1 00O (Debian 8)
e 20150 60 80 Debian 8.1 0000
4000000000000 00UO00UDU0DMUUO 4200D0D000000000000O0O0C0O

00 Debian 8.1 000000000 DOO0OO

22 000000 JessieO O OO
JessieOOOODO

e UEFIODOOOOODOO

e J000OODDDDODODDOD aarm64,ppcel64d 0 0 0 0 0 Oiabd,sparc,s390 0000000

e kFreeBSD OO OODODO (55)

o 000000 OOOOODODDDODDOOOODODDODODOOOOO0OUOOOOOOOO
(Gnome/Xfce/KDE/Cinnamon/MATE(DO O )/LXDEOOODOD)

e systemd 0000000 mit00OO0OODOODODOO

e Linux [0 3.16x0000000000

e utf8I D00 IOODOOOOOOO utf8O 0O

e main 000000000000 4227400000000000O
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Debian GHUZLinuX installer boot menu
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Press ENTER to boot or TAB to edit a menw entri

01 oooooooooo

HEATH, 7 ol Ab=VINTWBIRMTT, dulO=—
L“/Tgég BEAV I xT7ALY S avb 6 1 DM
- °

AYAL=NTBY T =T OER:

<HEIF B>

BN Enter> KF U EE

03 0oOO00o0o0ooooo

27 L0mH
y<TozOeR

£l AT D RO05TIL
S eeeE ML a. 72,064K
dolr 50,048 Knojima - Dalphin
0.128K 227

10,388
24536

Be76Bon-rr 20K

® @ mozc
w7 Anthy
Anthy (UTF-8)
O - EEA

e. @ & noma -Oolonin 537 Lo X nolma@debianessie: ~

05 KDEOO

£4CJ) debian

YIROTTORR

ZEBSESE VAT LEBET BB, UFOE

AT, YRFLOIPOHHA YR F—LENTUSRETY, HELO=
BEHYIROIPILOYIYNS 1 DUEETYRR—LTEFT.
TYRR—NFEYT DT POER:

. Cinnanon
. WATE
. LX0E

TUVEY—I
O sst o=t

BEYRFLA-FUT T

25y

——

02 0ODooOooOooooooo

CCHE

e (N

®* o
o T

gne [— imagaMagiac nkscapo

04 GNOMEOO

nojima@debian-essiel: ~

7O BEE) BRV) BES) WRD ALTH)
* Anthy HEEE

B Feterred Applcato
[ sereen tocker

0 raovrons

B 5ekons- ety

0 6 cinnamon 00O



24 ODOO0OODOO

20150 40 300 Debian GNU/Hurd 20150000

e GNU Hurd 0.6 D OO
e GNU Mach 1.500
e JJ00UCOLUOOIDOODODODLOLOULOOODODODO

2.5 Debian GNU/Hurd 2015 Live

LiveOOOOODOOO
https://www.gnu.org/software/hurd/hurd/running/debian.html OO OO

# wget http://people.debian.org/ sthibault/hurd-i386/debian-hurd.img.tar.gz
# tar xz < debian-hurd.img.tar.gz
# kvm -m 512 -drive cache=writeback,file=debian-hurd-20150320.img

2.6 Debian GNU/Hurd 2015 Live

Debian GNU/Hurd 2015 Live 0O OO

D login - Ox
root@debian: ™% icewm &
[1] 732

root@debian:*# IcellM: using /root/,iceum for private configuration files
root@debian:# apt mo mo

E; Inwalid operation mo
root@debian:™# apt moo moo

oo "Have you mooed todau?"...
root@debian:™# apt moo moo moo
mith ()

R
[SUSTRNAY
I_11

+++"Have you mooged today?"...
root@debian: “#

-(0)-
A

Terminal
I xterm
CApplications 2
F1System 3
CyUtllities 3
T Toolbar 3
TDesktop Apps ¢
Programs 3
Windows 3
Help
Settings 3
Logout. .. 3

a0 _ || 2[[T 23] 4[| Jlogin
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e Debian 9 Stretch « 000000
e Debian 10 Buster OO 00000


https://www.gnu.org/software/hurd/hurd/running/debian.html

28 StretchODODO0OODOOOODO
000 Streh00O000O000O0O

e 2016 0 90 50 Transition Freeze
e 2016 0 110 50 Soft Freeze
e 2016 0 120 50 Freeze

000 DebConfls 000000 OOOODOOhttp://caesar.acc.umu.se/pub/debian-meetings/2015/
debconflb/0Onwards _to Stretch and other items from the Release Team.webm

OO00OFreeze 0000000000000 OOStreech 0000000000000 O0O0OOOO0O0OOORCO
gboooooobooboooboo

2.9 gce-b/libe++6 00000

000000 (sid)000Stretch 0000000000000 DO0OO0DO0OODOODOOOOOOOOOODOOO
00 gee-500000lbe++600000000000000000O0O0OO0ODOOOOODOOO

e ABIDDODOOO
e C++1100
e GFortranO00O0DO0OO0OO0OOOOCOOOOOODOOUOLDOUOO

2.10 httpredir.debian.org 0 0 O O
00000000000 0000000 debianO mirror 00000000000 OCOOOOO

e cdn.debian.net ... DNSOODOOODOOOOOO mirror0 00000
e http.debian.net ... http redirect 0000000000 mirror OO0 OO

0000000000000 0000000 httpredir.debianorg 00000000
oooooooo

# cat /etc/apt/souces.list

deb http://httpredir.debian.org/debian/ jessie main

deb-src http://httpredir.debian.org/debian/ jessie main

deb http://httpredir.debian.org/debian/ jessie-updates main
deb-src http://httpredir.debian.org/debian/ jessie-updates main
#

0000000 mirror 00000000000 ODODOODOOODOOODOOOOOOODOOOODOOOOODOOO
ftp.jp.debian.org 00000000000



http://caesar.acc.umu.se/pub/debian-meetings/2015/debconf15/Onwards_to_Stretch_and_other_items_from_the_Release_Team.webm
http://caesar.acc.umu.se/pub/debian-meetings/2015/debconf15/Onwards_to_Stretch_and_other_items_from_the_Release_Team.webm
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31 0000

0000000000000 00000000000000000000000000Debian00000O00O0O
coooooobooooooooooo

32 DebianO0OOO0OOOOOO
Debian 00O 0000000000000 0OO00OOOO0O0OOOO0ODOOO0OOODODOO0OOO

e security@debian.org 0 0 O

e team@security.debian.org

33 0O0O0OO0OOO0O ML
Debian 0000000000000 O0OOOO0ODOOOO0 MLOOOODOOOO

e Debian 0000000000 OOOOOOOOOOO
debian-security-announce@lists.debian.org
oooooo
https://lists.debian.org/debian-security—announce/
e Debian 000 ODOD0O0OOODOOOOOOOOOO
debian-security@lists.debian.org

U00000Ohttps://lists.debian.org/debian-security/

34 DO00O0OODOODOODOODOODOOOO

0 Debian 000 000 O 0O main/contrib/non-free 1000 0000000000000 O0O0OOODOOOODO
000000000 contrib/non-free 00 0000000000000 DDO0O00DODO0O0ODODOOODOOOO

00000000000 OcontribO non-free 0000 0000000000000 0O0O0OOOOODOOOOODO
0000000000000 000000000000000000000000000000000O000000
contrib0 non-free 000 0000000000000 0O0OO0OO0O0DOOO0OO0OOOOOOOOOODOOOOOO
0000000000000 0000000000


https://lists.debian.org/debian-security-announce/
https://lists.debian.org/debian-security/

3 ODO0O00OODOOOOOoDoOoD
Debian 0000000 Debian 00 0000000000000 OD00OO00O0O0OOOO

PAT1. DOOOO (DDDDDDDDDDD[I[]DsecurityD[IDD[ID BTSOOOOOOO
PAT2: O00OO0OO0O0OO0O0OO0O0OOO security@debian.org 00 O team@security.debian.org 0000000 (0DO)
gddddooooooooooa

obooooooooobooboobooooooooooOoooOoOOoOoobOboO0oboOoOoooOo0oOgn

351 000O0OO0OO0OOO0OOOOOO
O000000000000000000000 DebianOOOOOOOODOOOOOODOODOOOOOOOOD
00000o0O00o0ooO0ooocCcvEODODOOOOODOOOO0DU0DOOO00ooOo0ooooooooooo

352 O0O0O0OOOOOO

O MitreO (CVEO DBOOOOOOOOOOOUOOOCVEOOOOOOUOOODOOODOOOODOOOODOOOO
O00O0Debian00O0ODO0OO0O0OODOOOOOOOOOOOOOOOOOOOOOOOOOOOOODOOOOOODOO
goooooon

36 JO0OOOOOOOOOO
00000000000000000

1. 000ooo0oOooooOooobooooon

e https://security-tracker.debian.org/tracker/

e J00000OCOCUUCOCOUDDUDDOUDDLDO DebianODODODOUOOOUOOOOOOOOOOODO
2.QA00000000000

e https://tracker.debian.org/ [

e DebianOD 000000 ODOUOCODOCOCODOCOOOOOCOOUOCOODOODODOUDOOODODOODOOOOOO

goo

3. BTSO0D00000000OO0ooooo

e https://bugs.debian.org/

e BISOOUUODUOUOUULUULOOOOOOOOOOOOOOOOUO

37 0000000
0000000000000 0000ggdg Debian 000 0000000000000 O0OOOOOOOOOO
3.7.1 hardening

C/C++ 0000000000000 00gec0000DDO0DOO0DDOOODOOODNDDOO DebianOOO0OO
O0000000hardening0 0 0000000000000 0O00DO gecOOOODOOOODODOOOOOO

-fstack-protector-strong -Wformat -Werror=format-security -D_FORTIFY_SOURCE=2

3.72 DebianO00O0OD0OO0O0OODOOOOODOOODOODO
Debian 0000000000000 O0O0O0OOO0OOOOOO



https://security-tracker.debian.org/tracker/
https://tracker.debian.org/
https://bugs.debian.org/

’I:I[I ‘DDDDDD ‘I:I[I

1 flawfinder | C/C++ 00000000000
goobobobooooo

2 rats C, Perl, PHP, Python 0 O 0O 0O 0O
gooboobobooooog
3 pscan C/C++ 00 format 0O OO0
goboooboooobobogoon
ood

01 DebianO0O0O0O000D0O0O0OO0O0OO0OOO

3.7.3 lintian

lintian 00 Debian 00 0000000000000 0OO0O0OODOOOOO0OOOOOOOOOOOOOOOOO
goooobooobobtbbboooooodooooooobobobbobbbboooobbbbbboooo o
0000000000000 0b0O0O00ooog

0000000 0ooUooo0o0000o0o0U0U0U0o0o00oUUUU0oooo0 HTMLOOOOOOOOOO
dooooooobobbbboooddoooooooooooooooboobobbbobbbobboooooooogo
00 HTMLOOOOOOOOUOOOOOODOODOO0OOO0OO0O0O0O0O0OO0OO0O00000O0O00O0oO0ooOO0OOO0oOoOoOg
goooooooooobbobbbbbb oo ooooobobobbbobbobbooooo
000000000ooO0ooooooooo

3.7.4 systemd

systemd 000 0000000000000 0O00O00O0O000OO0O0OO00OOOOOOOOOOOOOOOOO
O Osystemd O *service 000 0000000000000

00000000 Security Features in systemdOhttp://Opointer.net/public/systemd-nluug-2014.pdf
gooooooooooooooooooo

3.7.5 Reproducible Builds

Debian 0 22,000 0000000000000 00OOC00O000DOOCOO0O0O000O0O DebianOOOOOOOO
000000000000 00000000ODebian 0000000000000 O0OOOOOOOOOOOOOOO
DDDDDDDDDDDDDDDDDDDD[IDDebianD[IDD[IFedora/OpenSUSE/NiXOSDDDDDDDDD
oopooog

oooooo

Debian 00O http://reproducible.alioth.debian.org/presentations/2014-02-01-FOSDEM14.pdf
Fedora http: //securityblog.redhat.com/2013/09/18/reproducible-builds-for-fedora/

ooooocooo

3.7.6 LTS(Long Time Support)

Debian OO0 ODOO0DO0D0OOODOODODOODOODOODOOOOODOOOOODOOOODODOOOD 30500
Jdd0ooooo00o00d0oddd0dd0oddd0o0oO0OoOoOoo s0000D0bObObOODDOO0DDO0DoD0oOoDOoOoOoOn
ddddodoooooooooooooobooobooono


http://0pointer.net/public/systemd-nluug-2014.pdf
http://reproducible.alioth.debian.org/presentations/2014-02-01-FOSDEM14.pdf
http://securityblog.redhat.com/2013/09/18/reproducible-builds-for-fedora/

2011 201z 2013 2014 2015 2016 2017 2018 2019 2020
Debian6 w e muuuu =i
Debian 7 e e I
Debian 8 et
Il cument support period B Extended support perlod (aka LTS)

O7 LTSOOOOOOO

LTSOO00000000000000000000000000000FreexianO OO OOO0OOOO0OO0OOOO
00ooooooooooooooooo0o0ooooooooooOo0oUU0ooooooOoOoOoOOOoUOoooOoDoO
O000000o0oooooooooo GREEODOOODOOO

0000000000000 0D0 00 Debian Long Term SupportUhttps://www.freexian.com/en/services/
debian-1ts himi 0O O0O00O0OO

3.7.7 debian-security-support 0 0 0 0 O
debian-security-support 000 0O 0 0O 0O 0O O Ocheck-support-status 00 0000000000000 0O0O Debian
goobooobooobooobobooobboobobbooob bbb ooobboUbDbooLobbUooo
gddooooooooobobbbobobobbbbotddddoooooooo oo
godddooooooooooo

e /usr/share/debian-security-support/security-support-ended

e /usr/share/debian-security-support/security-support-limited

coboooooooooooobooooboboooboOoooooooooooobOoOOoobOboOooboOoOoobboOobooOoOooonn
cobboobobooooooooboobodoboodoobooobooooooooooooobOoooo0ooooonn
O000oooooOoLTS00ooo00ooo0o00ooo0o0oooo0o0oooOOoooDooooOooooDoo
oood

3. 0000

O Debian 00 0000000000000 O00O0ODebian000000O00O00O0DOO0OOOOOOOOOODO
oooooooooo
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4 Debian GNU /kFreeBSD OO O OO
Ooono 201500

41 0OODOO

Debian GNU /kFreeBSD 0 OFreeBSD OO 00000 OO Debian 00 ODebian 0000 Linux 00000000
0000000000000 0000D00000D00000D0D0O0000O0D0O Debian GNU/kFreeBSD
oooooca

0O Debian GNU/kFreeBSD OO OO0 OO OO Debian GNU/Linux 00000000000 O0O0OO Debian
GNU/kFreeBSD D0 000000000 DOOODOOOOOOOOOODOOOOODOO

4.2 Debian Ports 0 Debian GNU/kFreeBSD

Debian Ports220 0000000 CPUOOOODODODODOOOOOOOOOODOOOOOOOOOOOn

FreeBSD 000000000 Debian 000 000000000000 Debian O 0O O OO Debian
GNU/kFreeBSDOO OO DOODOO (kO kernel 00 0)0O0DOD Intel CPUOOODDOODOODOOOODOO
O (kfreebsd-amd640 kfreebsd-i386)0 Debian 6 (Squeeze) 000 0000000000000 00D0 stable0 00
0000000 Debian 7 (Wheezy) 000000 stable 00000000000 O Debian 8 (Jessie) 0 O Drop O
oooooooooooooooocd

4.3 Debian GNU/kFreeBSD O O OO OO O

431 0O00O0O00OOOOOOOO

https://www.debian.org/devel/debian-installer/ 0 O O daily-images 0 OO0 0000000 OOO
kfreebsd-amd64 O 0 miniiso 00000000 0USBOOOO ddOO0OOOOOOOOODOOOOOOOOO
kfreebsd-i386 0 0 mini.iso 00 000000000 O0OOO0OO0OOOODOOOOO ZFSOOOODOOOOOOOOO
dodoooooooooooon

minidiso 0 dd 00 USBOOOOOOO PCOOOOODO Debian Installer 000000000000 OO
kfreebsd 0 Debian Installr 0 00000000000

e UEFIDDOOODODODOOOODO

*1 0000000000 Universal Operating System0 00000000 webJOOOODOO0O0O titleD000D0O00O0000O0O0O

*2 https://www.debian.org/ports/

*3 https://1lists.debian.org/debian-devel-announce/2014/09/msg00002.html 0 00 O Ostable 000000 sid 000000
000000000000 000000kFreeBSDOOOOO0ODODO0O0DOO0OO0ODODOOO0ODDOOODOO

*4 00 FreeBSD-10.1 00000000 UEFIOOOOOOOOOOODOOOO GPTOOOOOODOOOOOOOOOOOOO
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https://www.debian.org/devel/debian-installer/
https://www.debian.org/ports/
https://lists.debian.org/debian-devel-announce/2014/09/msg00002.html

e J00D0OODMBRODODDOODDDDO (GPTOOOD)

432 0O0O0O0OO0OOOOOCOO
kfreebsd O Debian Installer 00 000000000000 (D0DODO0O0ODOO0OOD0OO0ODOOOOODOOOODOO
0000000)00D0D0O0O0OLANG=CO0OD0O0D0O0ODO0O0O0ODOO

433 000000000 OOOOOOOOO

Debian GNU /kFreeBSD 0 00000000000 root 00000000 MBRODOOOOOOODDOOOO
00000000000000000000000000 grub0000000000000swap000000
0000000000000000000000000

0000000000000000000 WindowsDOOOOOODODOOOOODODODODOOOOOOOOO
ooooooooooodd

# fdisk -1 /dev/ada0

Disk /dev/ada0: 298.1 GiB, 320072933376 bytes, 625142448 sectors
Units: sectors of 1 * 512 = 512 bytes

Sector size (logical/physical): 512 bytes / 512 bytes

I/0 size (minimum/optimal): 512 bytes / 512 bytes

Disklabel type: dos

Disk identifier: 0x33d61950

Device Boot Start End Sectors Size Id Type

/dev/adaOpl * 2048 2459647 2457600 1.2G 7 HPFS/NTFS/exFAT
-> Windows 7 00000000000 DO0OOO0OO

/dev/adalOp2 2459648 375142399 372682752 177.7G 7 HPFS/NTFS/exFA
-> Windows 70 0s OO0O0O0O00O0O0 NTFSOOOOOOO

/dev/adalOp3 580083712 625140399 45056688 21.5G 7 HPFS/NTFS/exFAT
-> 000 rpcO00000000o0n

/dev/adalOp4 375142400 580083711 204941312 97.7G a5 FreeBSD

-> Debian GNU/kFreeBSD 000000000 ZFSOOOOOOOOOO
-> ZFsO0OO0OO0O0O0000O0 root 0O0O0O0OODO swap 0000O0O0O0OOODO

40000000000000DOD100 ZFSO000000DOO0 (WMOOOODODOODODOOODOOO)OOO
00000000 ZFSO00000000D0 root 000000 swapOODOODOODOOODOO (DD bootOOODO
000000 /oot 000DDOODOODDOOOODOOODOOOOODD)O

00000000 kfreebsd 0000000000000 0O0O0OO0OO0ODO0ODOODOO (DD PCOODODOO)O
00000000000 UFSOD0O0000000O000000C

4.4 Debian GNU/kFreeBSD 0 00 Debian D OO OO

Debian GNU/kFreeBSDO OO ODOOOOODOOOODODOOO

4.4.1 kfreebsd-image 00 00O

Debian GNU/kFreeBSD O kernel 0 00000000000 00000 unstable 00 kfreebsd-image-10.1 0 O
000000000 kernel 00000 00Oexperimental O 0 kfreebsd-image-10.2E90 kfreebsd-image-11E80 0 O
ooo

5000000000 UFSO00000000000000000 (00)0DD0O0O0OD0ODD0ODODDOD0000000 WindowsOODODOODO
Joooooobooooooooooooooooooooooooon

*0popDo0o00000D00 UFSOODOOOOD soft update 00 0O OQOOOOQO (DDDDDDDDDDDDDDDDDDD)DreSCUG
mode 0 0 ”tunefs.ufs -n enable ”partition-path””00 0000 soft update 000 0000000000000 OOOOOOOOO
go000o0O0bOOobOOobDOoooooo

*7T FreeBSD-10.20 20150 80 140 UTCOOO0ODOO0ODODOOODOOOODOOOODOOODOOOOODOO

*8 000 FreeBSD-CURRENT 0O 00 FreeBSD-CURRENT O O debian 0000 OO00 unstable 0000000000000 0OO0
goo
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442 zfsutilsOOOOO

zisutils 000000 ZFSOODO0OOO0OU0OO0OODO0OO0ODOO0ODOOO0DO0OODOO0000OO00OO0ODODOO0OOOOO0ooOon
ZFSO00000000000D0O00O00O0ODO0OOOOOO

kfreebsd-image-10.1 000000 ZFSOOOOOOO ver 2800000000

$ zpool upgrade -v
(snip)
28 Multiple vdev replacements

443 freebsd-utisO0O OO0
FreeBSDOOOODOOOODOOOODODDOOOO /shin/mount_*O /usr/sbin/jail 0000000000

4.4.4 freebsd-smbfs 00000

freebsd-smbfs 0000000 WindowsOOOOOD (SMBOD)OO0OODOODOODOOODOODODOODOODODO
0000000 /usr/sbin/mount smbfs 000 0000000000000

Windows OOOOOOOO mount 00OOOCOOOOOODOOOOOOO

# mount_smbfs -E UTF-8:CP932 -I {00 00000O0O IPOOOOY -u{smb 0000} //{00000000 IPOOOOY/{dir} {mount O dir

445 freebsd-ppp 00000

freebsd-ppp 000 0000000000000 /usr/shin/ppp0000000000003G0 LTEDOOOO
USBOOOOO0OOO0OO0OO0OOOOOOOO

Debian GNU/Linux 00 ppp 000000 wvdial 00 0000000000000 00Okfreebsd 00000
goooooooood

ppp000000000CCOOO0

446 pf0O000O

FreeBSD kernel 0 OO Packet Filter 000 0000000000000 000O00O0DODOOODO /sbin/pfctl
oooooooooooc®

/sbin/pfctl 00000000 /ete/pf.conf 0 000 Linux O iptabless 0000000000000 O0OO0OOOO

4.5 Windows O Debian GNU/kFreeBSDO OO OO ODOOOO

Debian GNU/kFreeBSD O boot loader O grub2 0 00 00 OO O0grub2 O Debian GNU/kFreeBSD O
Windows 0 0000000000000 D00O0O0O00O0O0grub00000D0OO0DODOOO((hd0,2) 000000
00000000000000oOooon))

# cd /etc/grub
# vi 40_custom.kfreebsd

#!/bin/sh
exec tail -n +3 $0
# This file provides an easy way to add custom menu entries. Simply type the
# menu entries you want to add after this comment. Be careful not to change
# the ’exec tail’ line above.
menuentry ‘‘Windows (loader)’’ {

insmod part_msdos

insmod ntfs

set root=(hd0,2)

chainloader +1

}

# update-grub

*9 Linux kernel 0 netfilter 000000000 iptables0000O000

13



46 0OO0DOODOODOODOODOOOODODOO

4.6.1 OO LAN

OO0 LANODOOODOOOODOOOODOO0OO0ODOO0O0000D00000 (intel0 PCOOOO em00 realtek 0O O re0)O
0000000 Debian GNU/Linux O O O /ete/network/interfaces 0 O O O allow-hotplug 0 O linux 0000 O
udev 000000000000 0OOOO kfreebsdDODOODO0O0OO0O0D0O0OOOODODOOO

O000000 LANOOOOOOOODOD OSO00000000 LANOOO DHCPO IPOOOOCOOO
0000000000 logmO0O0O0OO0OO0OODOO0OOOOOODO (D0DDODOOODOOO0)ODOODOOO PCO Debian
GNU/kFreeBSD 000000000000 OOOODOOODOOODDOOODOOOODOOOODOODODOOODOOO
ooo

# vi /etc/network/interfaces

#auto em0 <-0J 0000000
iface lan_home inet dhcp

# ifup emO=lan_home

4.6.2 00O LAN

00 LAN O Thinkpad X220 0 0 00 0O 0O O O Intel Centrino advanced-N 62050 0 000000000000
0000000000 iwnOOO0OOOO0ODOOOO Intel Wireless WiFi Link 49650 000 Intel D 00 LAN OO
goooooooooboboboboo

OO0 LANOOOOODOOOQO kfreebsd-image-10 0 O O O O kernelO firmwared 0 0 LAN O O 0O O ”wpasuppli-
cant’0 0000000000

# vi /etc/apt/sources.list
deb http://ftp.jp.debian.org/debian/ unstable main contrib non-free
# apt-get install kfreebsd-image-10-amd64

# apt-get install firmware-iwlwifi wpasupplicant
# reboot

FreeBSDO OO LANODOOODODOOOODDODOODOOOOOOOOOOOOOO0DO0O0O0O0O0O0O0O0O0O0OO0OOO
gboooooooooooobobobobo

# ifconfig iwn0 (DO0O00OO0O0OO0O0OO0OOO)

iwn0: flags=8802 metric O mtu 2290

ether XX:XX:XX:XX:XX:XX

media: IEEE 802.11 Wireless Ethernet autoselect (autoselect)
status: no carrier

nd6 options=23

# ifconfig wlan create wlandev iwnO
wlanO

# ifconfig wlan0 (0O0D0OODOODOOOO0O)
wlanO: flags=8802 metric O mtu 1500
ether XX:XX:!XX:XX:!XX:!XX
inet6 fe80::XXXX:XXXX:XXXX:Xxxx4wlanO prefixlen 64 scopeid 0x6
ssid " channel 5 (2432 MHz 11g)
country US authmode WPA2/802.11i privacy OFF txpower 15 bmiss 10
scanvalid 60 bgscan bgscanintvl 300 bgscanidle 250 roam:rssi 7
roam:rate 5 protmode CTS wme
media: IEEE 802.11 Wireless Ethernet autoselect (autoselect)
status: no carrier

nd6é options=23

000000 LANOOOOODOOOOOOOUOOO0OOOUOOoOoooooood

*10 kfreebsd 000 LANOODOOODODOOOODDO 20140 8 J000OO0DOO https://bugs.debian.org/cgi-bin/bugreport.
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$ wpa_passphrase apnamel appassword > wpa_apnamel.conf
$ cat wpa_apnamel.conf
network={
ssid=’’apnamel’’
#psk=’’appassword’’
psk=e9fdcb43eba09b6342df30£14275625c8494e534799a82d6639b6124434ea627
+

OO0 LANOOOODOUOODOUOOODHCPO IPOODOOOODOOOOIPOOOOOOOOOOODOOOO
ooooooo

# wpa_supplicant -i wlanO -c ./wpa_apnamel.conf

Successfully initialized wpa_supplicant

ioctl[SI0CS80211, op=20, val=0, arg_len=7]: Invalid argument

ioct1[SI0CS80211, op=20, val=0, arg_len=7]: Invalid argument

wlanO: Trying to associate with yy:yy:yy:yy:tt:tt (SSID=’apnamel’ freq=2432 MHz)
wlanO: Associated with yy:yy:yy:yy:yy:yy

wlanO: WPA: Key negotiation completed with yy:yy:yy:yy:yy:yy [PTK=CCMP GTK=CCMP]
wlanO: CTRL-EVENT-CONNECTED - Connection to yy:yy:yy:yy:yy:yy completed [id=0 id_str=]
wlanO: WPA: Group rekeying completed with yy:yy:yy:yy:yy:yy [GTK=CCMP]

# dhclient wlanO

# /sbin/ifconfig wlanO
wlan0O: flags=8843 metric O mtu 1500
ether XX:XX:XX:!XX:XX:XX
inet6 fe80::XXXX:XXXX:XXXX:xxxx/wlanO prefixlen 64 scopeid 0x6
inet 192.168.1.100 netmask Oxffffff00 broadcast 192.168.1.255
ssid apnamel channel 5 (2432 MHz 11g) bssid yy:yy:yy:yy:yy:yy
country US authmode WPA2/802.11i privacy ON deftxkey UNDEF
AES-CCM 2:128-bit txpower 15 bmiss 10 scanvalid 60 bgscan
bgscanintvl 300 bgscanidle 250 roam:rssi 7 roam:rate 5 protmode CTS
wme roaming MANUAL
media: IEEE 802.11 Wireless Ethernet OFDM/48Mbps mode 11g
status: associated

nd6é options=23

wpasupplicant 0000000 LANOODOOOUOOOOODOOODO0OO0OOD0O00D0000000000000000
gboooooooobobobobobooooooooboog

e 00D SSIDO 24GHz O U DODODOOODO
e “# ifconfig wlanO -ht40” 00O 00O FX

463 USBOOOOOOOOOOOOO

3GO LTEO USBOOOODOOOOOOOOOO0ODO0O0O0O0O0O0O0OO0OOONTTOOOOOOOOOOL-02CO
OO0 LTEOOOOO USBOOOOUOOOOOOOOOOODOOOO

000 ppp0 0000 USBOOOOOOOOODOOOOOOOOOOODODOO

# apt-get install freebsd-ppp usb-modeswitch

L-02CO PCOODOO CD-ROMUOOOOOOODOOODOOODOOOOCOL-02CO00000000000000O
gooooooo

# vi /etc/usb_modeswitch.d/L02C.conf

# LG L-02C LTE modem

DefaultVendor= 0x1004
DefaultProduct=0x61dd

TargetVendor= 0x1004
TargetProduct=0x618f

MessageContent=5553424312345678000000000000061b000000020000000000000000000000
NeedResponse=1
CheckSuccess=20

# usb_modeswitch -c /etc/usb_modeswitch.d/L02C.conf

N O0goo000000000000020MHz 0000000000000 0000000000
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# 1s /dev/cua*

/dev/cualo0.0 /dev/cualo.1 /dev/cual0.2 /dev/cualo.3
/dev/cual0.0.init /dev/cual0.1.init /dev/cualU0.2.init /dev/cuaU0.3.init
/dev/cualU0.0.lock /dev/cual0.1.lock /dev/cuaU0.2.lock /dev/cualU0.3.lock

O0ppp 0000000000000 COODpppOOOOODOOODOOODOODOOOOD APNODOOOODOOD
0000000000000 PPPOOOOOOOD tun 00000000000 DOOIPOOOOOOODOOOOO

# vi /etc/ppp/ppp-.conf

default:
set log Phase Chat LCP IPCP CCP tun command
ident user-ppp VERSION
set device /dev/cual0.2
set speed 38400
set dial ‘‘ABORT BUSY TIMEOUT 2 \
\l|\ll \
AT OK-AT-0K \
AT+CFUN=1 OK-AT-0K \
AT+CMEE=2 OK-AT-0K \
AT+CSQ OK \
AT+CGDCONT=1,\\\"IP\\\",\\\"apn.ne.jp\\\" 0K \
AT+CGACT? OK-AT-0K \
AT+CGATT? OK \
AT+CGCLASS? 0K \
AT+COPS? 0K \
ATD*99+***1# CONNECT’’
set timeout 180
enable dns

myppp:
set phone ©‘*99x*x1#’°
set authname °‘apnuser’’
set authkey ¢‘apnpass’’
set timeout 300
disable ipv6
set ifaddr 10.1.0.1/0 10.1.0.2/0 255.255.255.255 0.0.0.0
add default HISADDR

# ppp -foreground myppp

464 0O0O0OOODOO
0000000000000 Intel 00 CPUOOOOOOOOOOAMD OO Radeon 0000OONVIDIA OO
GeForce 0 0000000 0O0ODebian GNU/kFreeBSD O FreeBSD OO OOODOODODOO0DOODOOODODOOOO
00000000000000000000000000000000000000OO0Intel CPUODOOOOOO
00000 Radeon 000000000000 ODO0O0OODOOODOOOOOCO2
IntelCPUOOOOOO0OOOOOOOOOOOOOOOODOOOOOOOOOODOODOOODOODOOOO

# apt-get install xserver-xorg-video-intel

Radeon 00 0OOO0OOCOOOOOOOO0OO0OOO0OO0O0O0O0O0OO0OOOOOOOOOOOOOO

# apt-get install xserver-xorg-video-ati

00 KMS(kernel mode settings) 000 0000000000000 D0O00O0DO0OOD0O0ODOODOOODOOOO
ODEEQKMS 0000000000000 X Window System 00000000000 00000ODOOxrandr
cooobooobooooooooOooOoboOoOooboboOoon

# kldunload i915
# kldload i915kms

00000000 kernel module 00000000 OODOOODOO

# vi /etc/modules
i915kms

*12NVIDIAOOOOOOO0D0000OO0 OO0 xserver-xorg-video-nouveau 000000 Linux D0 00000000000000000
00000000 xserver-xorg-video-nv 00 0000000000000 0OOOOOO0OOOOOOOOOOOOO

*13 00 kfreebsd 0 00i915.ko O load 000 O i915kms.ko 0 load 000 reboot 1000000000000 O0OODOOO unload O
00000000 kfreebsd-image-10.10 kernel D00 00000load 000000000 D0O00O0O0OOOO
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465 localeO O OO
Debian Installer 00 LANG=COUOUOUODOUOOOOOOOOOUODLOOOOOOD0ODO0OO0OOODODODOOOoOooOooDOo
0000 locale 000000000 DO(D0OOO0O0O0OOOD0OO0O0ODOOOOODOOUOOODOOOODOODOD)

# dpkg-reconfigure locales

-> ja_ JP.UTF-8 00 OO0O

4.6.6 X Window System OO0 O Q00000
FreeBSD O xorg U0 hal 000 0000000000000 O0O00OOOUOO0ODOOOOOhald upstream O
0000000000000 00000Okfreebsd 00 debian OO0 0000000 D0OO0OOCOODOODOOOO X
Window System 0 0 00 0000000000000 00O0O0O0O0OOOOOOOOOOOOOO
O0dUuooooooUodddxergeconfO0 000000000000 OOCOOO0O0OO0OODOOOOOOOOODO
Joooooooooboboboboo

467 webOOOO

web 00000 Debian GNU/Linux 00 O iceweasel 00 0000000000000 0OO chromium 00
0000 kfreebsd DO0OOO0ODOO

00 Adobe Flash Player 0 Linux 00 0000000000000 00FlashOO0OOOO0O gnashOOOODO
0000000000000 (00000000000 oDn)o

4.6.8 USB 3.0
kfreebsd-image-10-amd64 O 00 0 00O kernel 000 0O Oxheci.ko O static link 000 000000000O0OO
000000USB3.0000 PCO Debian GNU/kFreeBSDO O OO DOOODODOOOODOODOODODOOOOOO

469 0O0OOOODOODO

FreeBSDO OSSOOO0O0O0OO0ODO0OODOODOOODO (ALSACDO LinuxO00O0OOOOOOOOOOD)ODODO
PC 00 High Definition Audio0 00 0000000000000 00OO0Osnd hdakoOD0OOO0OOO0OOOOO
000000000 (snd-hda.ko O kernel O static link 000000 )0

O00pulseaudio 0000000000 O0DOOOaudacious 0000 pulseaudio 000000000 OOODO0O
gdooogoooo

4610 0O0OO
CPUDOODOODOOON powerd DOOO0OO powerd 0000000000000 CPUODOODODODO sysctlO
coooooooboooo

$ sysctl dev.cpu.0.freq
dev.cpu.0.freq: 800

0000000000000 g acpiconf0 0000000000

$ /usr/sbin/acpiconf -i 0
Design capacity:62160 mWh
Last full capacity:26300 mWh
Technology:secondary (rechargeable)
Design voltage:11100 mV
Capacity (warn):1315 mWh
Capacity (low):200 mWh
(snip)

State:discharging

Remaining capacity:95%
Remaining time:1:25

Present rate:17681 mW
Present voltage:12186 mV
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ggooobobooboobbooboobboooo

46.11 USBOOOO mount
FreeBSD OO USBO DO OO PCD[lDD/dev/daOleDDDDDDDDI:IFATIESI:IDD FAT32000000
USBDDDD/mnt/quEI mount 00000000 0OOOO0OOOOO

# mount_msdosfs -L ja_JP.UTF-8 -D CP932 /dev/da0sl /mnt/usb

exFAT O mount 00 00 exfat-fuse DOO0UOOOONTFSO mount 000 ntfs-3g 000000000000
gobooboobbooboobbodb mount oo g

46.12 LinuxODODODOOOO
FreeBSD kernel 00 linux 0 00000000000 Linux 0 386 0000000000000 0O 000
debootstrap 0 linux-i386 100000 chroot 00000000 linux-i386 000 0000000000000
O000000000000000 linux 0000000000000 00000 kfreebsd 00000000000
0 O Fag

46.13 0OO

FreeBSD 00O FreeBSD Jaill 0000 0000000000000 OCOO0O0OO0O0OO freebsd-utilsOOO0O0O0O
doooooooooooooooodd™

Debian GNU/kFreeBSD O qemu 00 0000000000000 OSOOODO0OOOOOOOOODOOODO
DDDDD(DDDDDDDDDDDDDDDDDDDDDDDDDDD)

O000 FreeBSD 00O OSOO0OO0OO0OO0DOOOOOOO virtualboxObhyve O 0O O O O O O Debian
GNU/kFreeBSDO OO DOOODOODOODODOODO

47 0O0OD0OO

Debian GNU/kFreeBSD OO O OO O0O0OD0O0OOO0OO0OODOO0OOOODOODOODOODOOODOOOOODODOD
goo0oO0O0O0O0O0O0O00OO0DO00U00D0D00D0DODODoDOoOSUODDODODODDODOoDODOoOOOODODODDODDODODOODODOO
cooooooboobooobooooooooooooOooOooOooooOooon

48 0000

o] Debian_GNU /kFreeBSD - Debian WikiOl https://wiki.debian.org/Debian_GNU/kFreeBSD
e 000D (2015). ODebian GNU/kFreeBSD 000D Jail 0000000 OO http://tokyodebian.
alioth.debian.org/pdf/debianmeetingresume201502-presentation-sugimoto.pdf

*14 FreeBSD kernel O kernel module 000 linuxko 000000000

*15 00 JavaO Adobe Flash Playerd Adobe Reader 100000000

1600000000 (20150 110) 0 jls00000jexec 00000000000000000000 bugix00O0ODO0OO0O0O00000
0000 https://bugs.debian.org/cgi-bin/bugreport.cgi?bug=806562
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000D0O00O00O0O0 bobo 2015000

5 APTiI1O0O000O0O0OOOO!

od oo

51 0000

debian-devel-announce 0O 0 ”Moo! 9th preview of APT 1.1 released: Go and test new supercow powers” 00 0
OCO0O00O0OAPT 1100000 000DOO0OOO

O0O00ODebian OO0OO00OO0OOOOODOO APTOOOOO1100000000O000000ODOOOOOOO
oooood

5.2 DebconflsO00OOO0OO

0 2015/8/15-8/22000000 Debeonfls 00D 0O0DO0DODAPTI.I 000000000 OOOOOOODOO
gbooooooboobobobobooooooooboboo

00000 7”This_ APT _has_Super_Cow_Powers”
[l http://meetings-archive.debian.net/pub/debian-meetings/2015/debconf15/This_APT_has_Super_|

Cow_Powers.webm

gemmei.acc.umu.se/pi i i 201 '15/This-APT -has_Super_Cow_Powers.webm = Goo'"* X

[% gemmei.acc.umu. 4 x 2
%o ,Y>> & @i | [) gemmei.acc.umu.se e @ 1 Qb Bl @ =
HpFY CE5OTWIV—0 A—CTvIT—OREMT BEMPILR—T [ ZOMOTuHT—1

Me, myself and I

vouth group leader (emeritus) @ home
studont + 1 sistant @ TU Darmstadt
deity @ De

unskill kforce in wine growing @ family
"jack of all trades" @ home i
allergic to ofticial titles and responsibilities

0 8 Debconfl50 APT1.100000000O
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53 APT 110000000

0 2015/8/22000APT 1.1 0 experimental 0000 0000000000000 0OO0OOOOOOOOOOO
cooooooooo

$ sudo vi /etc/apt/source.lists

deb http://ftp.jp.debian.org/debian/ experimental main contrib non-free
deb-src http://ftp.jp.debian.org/debian/ experimental main contrib non-free
$ sudo apt-get update

$ sudo apt-get -t experimental install apt

$ apt

apt 1.1%exp9 (amd64)

Usage: apt [options] command

full-upgrade - upgrade the system by removing/installing/upgrading packages
edit-sources - edit the source information file

000 Debian sid 0000000000 U0OOOOO0OU0OO0OODOUOOOOUOODOOUOOODOOOapt
update,apt full-upgrade, apt autoremove 1 0 0 0000000000000 00000O0O0OO0OOOOOOOOOO
doooooooooooo

54 APT 11000

O jessie000 APT 1.098000000000000000
0000000 Debeconfl5 000000000000 O0OOOOOOOO

e J0OUDODOODODODODODODOLOO

deb822 0000000000000 DOO00ODDOO0OO (Jete/apt/*.sources 10000

httpredir.debian.org 0 00 000000000000 OO0OO

Pinming0OOOO0OOO0OO0OO0O0O0O0OO

e 000000 DOUULOIOIOIIDIULIDdMebDODDDOOODOOOOODOODODODODODOOOOODOODDODO
gboboooooobobobobo

UO000Oman aptUOman apt-get U0 OO0 O 0OO0OO00OODOOO0O0OOOODOOODOOOOOOO

5.4.1 apt autoremove
APT1.1 000000 apt00000O autoremove 00 O0O00O0O0DOOOOO
00000dooooooooOo0o0U00oUoooDooOC0OO0U0U0UDOoOoDoOoOOOOUOOOoOUUOooOooOO
goooooobooboooboooooooooooboboobbbbbboooLD DL L b O
OO00OO0O0O0O0OOooOo aptO0000OO0OO0OO0OOOOOOOOOOODOOOOOODOOOOOO0OO0OO0OOOOOOOO

$ sudo apt autoremove

5.4.2 autoremove 0 OO

autoremove 0 J 0 0000000000000 O0OOOOOOOOOOOOO

0000000000000 0000000000000000000000000ooooOooOoooooOooOoOoOn
0000000000000 bodoooobobddautoremove OO OOOOOOOOOO
0000000000000 Oautoremove 0000000000000 OO0O0OOOOOOOOOOOOOOOOO

Step 1. /var/lib/apt/extended statess 10 0000 0000000000000 000000000000000
0000000007 Auto-Installed: 1”7 00 0000000000000 0O0O00000

Step2. 00D0O0O0O0ODODODODOOOOO0OOOOOOOOOOOOOOOOOOO

Step3. 0OOO
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od

543
ggd

544

e RecommendsOO0O0O0O0O0OO0OOOOCOCOOCOOODOOOOOOOOOOOOOOOOO
e Sugeest 1 DO0DDIDO0ODODOOODUODOOODODOOOODOOOODOOO
goboobbooboobooo

O Step 1.03.0000000000000000O0OOO00OOOOO0OOOOOOOOOO

man apt-get 0 0 0O O
man apt-get 000 1.098000000000000O000O

indextargets
apt-get update 00 000000000000 deb822000000000

--allow-downgrades
coboooboboobooboooooooboooooOooooobOoooDoboOoboboOoobOOoOoDOboOoboboOoooOon

oooooooooo

--allow-remove-essential

000000000 DebianO0ODO0OO0OO0OOOOOOOOessential 00 000000000000 OOOOO
gboboooooooobogoboboboboooooboooobobobobobobooog

--allow-change-held-packages

00000000000 HoldOOOOOOOOOODODOOOODOOOODODOOODOOOOO0OO0O00ODO0O000
cooboooobooooooocooooon

--no—allow-insecure-repositories

00000000 Release D000 (InRelease 000000 GPGUOUOOOOOOOODOOOLDOOUDOO
0000000000 00000000000000000apt-get update0000000000

goboobooo

0O APT 1.1 0000000000000 00ODOCOUOO0OOOUOOOUUODOOOUOOOODUOODOOOOO
Release 0000 (InRelease 00000000000

$ curl http://cloudfront.debian.net/debian/dists/unstable/InRelease
---BEGIN PGP SIGNED MESSAGE-----
Hash: SHA256

Origin: Debian
Label: Debian
MD5Sum:
e9f9b477£2430a7d0e2dd686dalaf507 30975818 Contents-amdé4.gz
d1568£809191a841bedf9ff50e34e0ebe 30421142 Contents-armel.gz

Version: GnuPG vi

iQIcBAEBCAAGBQJV1+IMAAOJEItIrWJIGk1VTgloP/0+XAch/TMtTSEH+N1QF1+q2
Woas1LpWhHD012U6vuPq5wghCPYES5ctNuDxFtTy9j011sf6kWXPDh1QupNENDNHr
1£Z7Qa9gFr8W3tH1tnPwsSqcQmuIbMkROSRDVSE cF1DioVhN/h+jWW7 j7J7nrZrE

o O 500

o O 500

o 0D 500

InRelease 00 0000000000000

e 100000000 DO0O0DODOO0O0D0DO mdbsum 000 InRelease 0000000
e 000 InRelease 00 0 DD DODODOODODOOOOOOODOODOOODODODODODO

obooooon
000 APT1.1 0000000 InRelease 0000 0000000000000 0O0O0O0O0O0OOOOOOODOOO

coobobooooooooobooboooooboooooooooooooobo0ooooooooooooDooOon
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5.4.5 httpredir.debian.org O O
2015/5000Debian 00000000 mirror 00000 HTTP Redirect 0 apt 000000000000
000000000000000 /ete/apt/sourceslist O O httpredir.debian.org 000 000000000000
mirror 0000000000000 ODOO
goboobooooobbooooobboboooobbboooobbO0ooobbbDooLobobbobbDUoog
APT1.10 apt/apt-get 00 000000000000 DO0ODOOOOOOODOOOOODOO

5.4.6 000 httpredir.debian.org 0 O O
httpredir.debian.org 0 0 0000000000000 OOO

$curl -v http://httpredir.debian.org/debian/dists/sid/InRelease
> GET /debian/dists/sid/InRelease HTTP/1.1

> Host: httpredir.debian.org

> User-Agent: curl/7.44.0

> Accept: */x
>
<
<
<
<

HTTP/1.1 302 Found

Date: Sat, 22 Aug 2015 03:54:12 GMT

Location: http://cloudfront.debian.net/debian/dists/sid/InRelease
Content-Type: text/plain

o IO ;a0

0000000 cloudfront.debiannet 00 0000000000000 O0O0O0OOOOOOOO

cloudfront.debian.net?

000000000000000http://cloudfront.debian.net/ 00 000000000000000O0002000 debian-cloud00000000
000000AWSO cloudfront 000 CONOOOOOOOOODOO0OO0O0OOO0DOO00O0O00O0DOO0O0DOO (attps://lists.debian.org/debian-cloud/
2013/05/msg00066 . htm1)

0000O0oCDNOOO000000000000000000000000000000AWS O cloudfront 00000000000000000 CDN
0000000000000000000000AWSO000000000000000O0httpredir.debian.org00000000000000000
00000000000000000000000 Debian000000000000O00000O0O0DO0D00D00000OO0O00OO0Debian00000O
httpredir.debian.org 000 0000000000000

5,5 deb822 00

APT 1.1000deb822000000000000000O000O0O0O0O0DO0O0O0OOODOOODODOOOdeb82200
gboooooobooboboon
APT1.1 00000000000 deb82200000000000000O00O0OO0OOOOOO

$ apt-get indextargets

MetaKey: main/source/Sources

ShortDesc: Sources

Description: http://ftp.jp.debian.org/debian sid/main Sources

URI: http://ftp.jp.debian.org/debian/dists/sid/main/source/Sources

Filename: /var/lib/apt/lists/ftp.jp.debian.org_debian_dists_sid_main_source_Sources
Optional: no

Codename: sid

ooo HM 500

000000000000 00000000000RFC2200000000000000000DO000deb8220
coooooooboooo

O000O0O0ORFCE220000000000000000D000O0O0DDOOOOOOOOOOOOOOODOO

O0000000000O0DebConfls00O00O0OODOO

/ete/apt /source.list.d /xxxx.sources

O00O0O0O0.sources 0000000000000 deb82200000000000000 sourceslist 000000
0000000 apt/apt-get 0000000000
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56 ODOOOOOOO!

APT 1100 “moo” 000D UODDODUOOODUOODODOOODOUODOOOODOO
man apt U0 00000000000 000000 app00ooooOoobooooo

$ apt moo

$ apt moo moo [--color]

$ apt moo moo moo

$ faketime ’1997-04-01’ apt moo

[ F 3 X
Tr-rIL(F) #E(E) F+|r(v) BR(S) WER(T) FT(B) AILT(H)

Y 22 12:10:485 %

I nojima@nightmare Tt 10:545 %
~/prog/debian/apt/apt/ apt moo moo -

22 12:10:565 #

B nojima@nightmare
~/prog/debian/apt/apt/ []

09 aptmoodOOODOOO

0000000000000 ASCIIO0OO0OO00ooo0ooooooooooooooog

57 0O0O0OO

O0OOUOUAPTIIO0OOODDOOOCOUOOOOOODOOOOOOUUOOODOOODOOOOUOOOOOOOOO
OO0000000git000DOOOO0OOOOO0ODOOOOOO0 2000000000000 O0O0ODOOOOODOOO
goboobooboboobooobooboon
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000D0O00O00O0O0 bobo 2015000

6 Debian0 HTTP/200 0O

6.1 OO0O0O

2015/50 HTTP/20 RFC75400 0000000000000 0OOO0OOOOOOOOOD WEBOODOOODO
O0000DO000O00OHTTP/2000000000000000000000000EAQ0
O0000ODebian OODHTTP/2000000000000000000OO

6.2 0000 HTTP/2000

WEBOODOOOOOODOOODODODOOODOHTTP/1x(xO 0,10000000 (HTTP/1.10 1500000)00
0000000000000 0D00 WEBOODOUOOHTTP/1xOODDODODDODOODODODODOODDOODODOOODOODO
0000000000000000000000000000000000HTTP/1x000000WEBOOODO
gbooooooooobgoo

HTTP/1.10000000000O0Ogoogle0 0 SPDYOOODODOOOO SPDYOOOOODOOOODOOODO
000000000 HTTPOOODODOOOODOODOODODOODO HTTP/2000000

63 HTTP/2000
HTTP/200000000000000 00

e 0000000000000 0000000D00D00

e 000 TCPOOOODOOONDOOONOOOONDNOONDNONOOONONONONONDNONONONDNO0O0D0000000
ooooo

e 0000000000000 00000000D0000000000000000000000000000
0000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000

e 0000000000000 0000000000000000000000000000000000
00000000000000)[2

64 HTTP/2000000

0000 HTTP/2000000000000000000OO

1T 0gooo00000ooon HTTP/200000000000000000000O0O0O0O0ODOOOO...
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HTTP/200

https://http2.github.io/

0000000000000 000000O0000 HTTP/200000 http://www.atmarkit.co.jp/ait/
articles/1409/18/news135.html

twitter O #http2study O O

http/2 Advent Calender 2014 http://qiita.com/advent-calendar/2014/http2

0000000000000 00O00000000000000000000 HTTP/20000000000O0
gbooooogoooobo

6.5 HTTP/200000000

O000D0O0OO0OHTTP/20000000000000000000000O0O0OODOODOOOOOOOOOOOO
Debian sid O chromium/iceweasel 00 0000000000000

https://http2.golang.org/gophertiles

6.6 HTTP/200000000

HTTP/20000000000000000000000TLSO ALPN/NPNO HTTP/2000000000
0000000000000000000000000000000000000000HTTP/200000000
00 SSLOO00D000000000 [80

O0O0TLSOOO0O0DO0OOHTTP/1.1000000000000000000000000O0O0HTTP/2000
0000000000 HITP/20000000000000000000000000000000000000
000000 (@0

6.7 DebianO HTTP/200000000

HTTP/20 Debian 000000000000 DOOOOODOOOOO

e OOODOOODOO
chromium 0O 0O iceweasel
e OOOOOO
nghttp2,Apache Traffic Server O 0 O

6.8 DO0O0OO0OO0OO

000 chromium OOiceweasel 00O OOHTTP/200000000000000000O00OODOOOOD

6.8.1 chromium
chromivm 00 000000000000 O00Debian O chromivmO000000000O0O0O

$ sudo apt-get install chromium

000 chromium 0000000000000 Appsd —0Web Store00 00000 MMHTTP/2 and SPDY
indicatorOO0OOCOOOOOOO
0000000000 chromium 0 HTTP/20000000000000000000000O0OOOOOOOO
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http://qiita.com/advent-calendar/2014/http2
https://http2.golang.org/gophertiles

ooooooooooood

f W Welcome to Twitte x‘\._

e 9 (& @y |@ Twitter, Inc. [US]|https://twitter.com 4 ¢ =
= Apps @ Debian.org @ Latest News @ Help

’ Language: English «

I

0 10 chromium 0 HTTP/2000000000

6.8.2 iceweasel

iceweasel 00000000000 0ODODOOOIiceweasel OO xul-ext-spdy-indicator 0 Debian 0000000

$ sudo apt-get install iceweasel xul-ext-spdy-indicator

000000000 iceweasel 1 HTTP/2000000000000000000000O0O0O0O0OOOOOOOO
ooooooooooo

Twitter - lceweasel x
/, Twitter x\-l-
| € ) @ Twitter, Inc. (US) | https://twitter.com/?lang=ja Fov C'l |Q 5= | wa +$ a Qv =
L 4 | wmER |

0 11 iceweasel HTTP/2000000000

6.9 0DOO0ODOOO

00000 DebianOOOOOO0O0OOOOOO

6.9.1 HTTP/200000000DOO
0000000 HTTP/20000000000

Implementations

https://github.com/http2/http2-spec/wiki/Implementations

cooooooo

6.9.2 nghttp200000

Debian sid DO ODHTTP/20 0000000000000 0nghttp200000000000000ODOOOOO
oooooooooo

$ sudo apt-get install nghttp2 ssl-cert

0000000000000 0000groff D00 WtmlOODDODOO0OOOO0ODODOOOOOODOO HTTP/2000
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ooooooogd
O000*snakeoil* 00 0000000ssl-crt 000000000000 DO0ODOOODOOOODODOODOODOO

god

$ sudo nghttpd -D -d /usr/share/doc/groff-base/html/ \
443 /etc/ssl/private/ssl-cert-snakeoil.key \
/etc/ssl/certs/ssl-cert-snakeoil.pem

6.10 DOODOO0ODOO

oooooooooooooogo
OO00000Ohttps://1localhost/pic-6.html

chromium/iceweasel 0 0000 HITTP/20000000000000 URLOODODOODOOODOODOOODOO
ooo

[ pic-6.html x . S
= - pic=6.html - lceweasel x
G o (G @y | B beps://localhost ¥ 52| E
pic-6.html x\ 4
i Apps @ Debian.org @ Latest News @ Help
€ a localhost: §ve 125 wBe ¥ & @V =
[ prey | pext | top ] Fe-mete protare e TenTereTs
pic2plot replaces [gtn]roff herizontal- and vertical-motion escapes with \-escapes of its own.
S 3 Troff special glyphs are not available, but in most back ends Latin-1 special characters and a
6. Decnratmg Ob]ecls square-root radical will be. See the pic2plot documentation for full details.
6.1. Text Special Effects 6.2. Dashed Objects
Al pic implementations support the following font-styling escapes within text objects: We've already seen that the modifier dashed can change the line style of an object from solid to
dashed. GNU gpic permits you to dot or dash ellipses, circles, and arcs (and splines in TeX mode
\R, 'f1 only); some versions of DWB may only permit dashing of lines and boxes. It's possible to change
Set Roman style (the default) the dash interval by specifying a number after the modifier.
fl, 2 | [ -
Set Italic style 005 [ 0.15 r 02 1
— H L__d | [
B, 63 Figure 6-1: Dashed objects

Set Bold style
\ip 6.3. Dotted Objects

Revert to previous style; only works one level deep, does not stack. . .
Another available qualifier is dotted. GNU gpic permits you to dot or dash ellipses, circles, and

arcs (and splines in TeX mode only); some versions of DWB may only permit dashing of lines and

In the pic implementations that are preprocessors for a toclchain that include [gtnlroff, text objects may also contain
boxes. It too can be suffixed with a number to specify the interval between dots:

[gtn]roff vertical- and horizontal-motion escapes such as 'h or \v. Troff special glyphs are also available. All \-escapes
will be passed through to the postprocessing stage and have their normal effects. The base font family is set by the
[gtn]roff environment at the time the picture is rendered. default 005 01 0.15 02

pic2plot replaces [gtnlroff horzontal- and vertical-motion escapes with \-escapes of its own. Troff special glyphs are -

6.11 proxy UOOOO0ODO0ODO HTTP/20000000

O00OO0Onghttpd D0 D00 HTTP/200 WEBDOUOOOODOOOOODOOOODD apache 0O0O0ODODOOO
WEBOODOOOOO HTTP/200000000000000000000I0Ophp00O00O0O HTTP/200
gooo

O00ODapache 0000000000 ONghttp2 000 proxy 0D ODOODOOOODO HITP/2000000
goo

gogbooobbooboobbooboobbooo

HTTP/2+ TLS -
¢ = nghttpx
A A
HTTP/1.1
A\ 4 Y
Apache2

fhomejyours/public_html

012 proxyUDDOO HTTP/20000000D0OO

proxy 0 apache 0000 Debian 0000 COOOOOOOOOOOOO
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Step 1. sudo apt-get install apache2 nghttp2 ssl-cert

Step 2. sudo a2enmod userdir

Step 3. cd /home/yours/; mkdir public_html

Step 4. cd public_html; cp -a /usr/share/doc/groff-base/html .
Step 5. sudo vi /ete/nghttpx/nghttpx.conf

----nghttpx.conf 0000000 ----
frontend=0.0.0.0,443
backend=127.0.0.1,80
private-key-file=/etc/ssl/private/ssl-cert-snakeoil.key
certificate-file=/etc/ssl/certs/ssl-cert-snakeoil.pem
workers=1
-——-0000----

Step 6. sudo systemctl start apache2.service

Step 7. sudo nghttpx -D —conf /etc/nghttpx/nghttpx.conf
00000000000000o000o0o0o00o000oo0o00oo00o0o0g apachedO00DOOOOO0O

O0OHTTP/200000000000000O0

U000000http://localhost/~yours/html/pic.html

6.12 0O0O0OO

HTTP/20 Debian 000000000000 0OOOO00OOOOOODOOOOOOOOOOOOOOOOHTTP/2
0000000000000 00O000 HTTP/20000000000DO0O0OLDODOOODODOODOO

oo

1] HTTP/2 Frequently Asked Questions https://http2.github.io/faq/

2] 0000 HTTP/20000000 ,http://labs.gree.p/blog/2014/12/11987/

3] wikipedia HTTP/2 0 O ,https://ja.wikipedia.org/wiki/HTTP/2

4 HTTP/2 0000 O0DDODO0DDODO0DDOOOO0DDOODO ATS OO O O,http://techblog.yahoo.co.ip/
infrastructure/http2/ats_http2_pn/

[
[
[
[
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000D0O00O00O0O0 bobo 2015000

7 NTTOOODODDOOO Native IPv6

Roger Shimizu

71 0000

NTTOOOOOOoooooooo Ipv6 00000000 O0DOOOOODODOOO
NTTNGN OOOOOOOOoOooo Ipv6 0000000000000 OO0O0OO0OOOO0O0OOODOOOOOOOO
OOInternet 0000000
O000Duwal 00000000 DNSO AAAA record (IPv6 address) OO0 O A record 00D DOOO0DDODO

e Google ' s DNS: 8.8.8.8 / 8.8.4.4
o NTT ' s DNS: 129.250.35.250 (0 0) / 129.250.35.251 (0 O)

oSOoUoOIpv6 DOOOOIPV4OO IPv6 OOOODOOOOOOO
ocooolpv4000000000000000000000000000000O000O00O
NTTOODOOOO0OO00OD0DO00D00000000000000000000IPv6 0008000000

72 DebianODOOOOOOIPve 0O0OODOODODO

kmod 000000 (squeeze 0O O0OO): /etc/modprobe.d/aliases

alias net-pf-10 off

sysctl 000000 (DOO0DODOO): /ete/sysctl.conf

net/ipv6/conf/all/disable_ipv6 = 1

0000 kernel DO0O0O0DO (OODODOODDOO):

ipv6.disable=1

/ete/default/grub 0 GRUB_.CMDLINE_LINUX 000000000 00ODebian Installer 0000 0 O O <TAB>
goboobbooobooboboooboooboo

*18 https://flets.com/customer/ipv6_display.html
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73 IPpvo 000000 DOODODOOODOOO
Native 00 0000000000000 0DOOOO0OOCOOOOOOOOOOOOO

e 6in4 (proto-41) (0 O Hurricane Electric 000 tunnelbroker O 0O 00O EH)
Teredo (0O O Debian 0 miredo 0000000000000 00D0O0ODO0O0ODOODOOO)
SixXS

AICCU

e AYIYA

6tod (via 192.88.99.1)

6overd (fe80:: & IPv4)

freenet6

o00o0oooooooo0oooooooooo Ipva0D00O0O0O0O0OOOOOOO IPOOOOOOOOOOOOO
oooboooooooooooo

74 Tunnel0DODOODOODOO
00000000000 Tunnel 0O0OO0DOOOOOOO DNS+CDNOOOOOO

e DNSODODOOODODOO
e CDNODODOODODODO

DNSOOOOOOODOOODDO0O0OO0OO0O0D000000 tunnelbrokernet 000000000000 OODOOO
oooo

e Local DNS
000000 (ISP)D000000 DNSOOOOIPv4O CDNOOOODOODOODOOODODOODODOOOOO
O0O000O000O0IPve OO0 Host — US Tunnel - JP CON OOOOOOOOO0O 250ms OOOOOOO
e Remote DNS
0000000 USOO DNSOOOOoOOoOO DNSquery DODO OO 120msDDDDDDDDIPV4/IPV6D
00000000000 120ms00000O00ODOODOODODOOO

00000 DNSOOODODOoOOOOOOOOOOOoOOoOOoO

75 NTTOOODDO NativelPvo OODOOOO

Native IPv6 OO0 0000000 OLocal DNS OOOOOOODNS Query D000 00O00OO0OOCOOOO
IPv4/IPv6 OOODOD0OOO0 (DDODOD)CDNOOOODODODODOODODOOODO IPv6000O0O0ODOODOOD
ooo

OCN: http://service.ocn.ne.jp/ipv6/access/

Plala: http://www.plala.or.jp/ipv6/service/area/
e So-net: http://www.so-net.ne. jp/common/IPv6/

00 ISP: http://www. jaipa.or.ip/ipv6/

0000000000000000 OCN/So-net/Plala 00000 Native IPv6 0000000000000 ODO
000000 Dual Stack 00OOOOOO

*19 https://www.tunnelbroker . corn
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http://www.jaipa.or.jp/ipv6/
https://www.tunnelbroker.com

76 O0OOO0OIP6eO0O0OOO
Dual Stack 00000 PPPOOOOOOOOOOOOO

e ppp0: IPv4
e pppl: IPv6

IPv4 0 PPPOE00DDOOOOOOOOOIPV6 OO0 IPV4 000000000000 DOO0O0ODOOOODOOO

e cp /etc/ppp/peers/dsl /etc/ppp/peers/dslve

e echo +ipv6 >> /etc/ppp/peers/dslv6

e /etc/ppp/peers/dslv6 000 IPvA00D00O000 IPv6 000D OO0O

e /etc/ppp/chap-secrets DO0IPv6 0000000000 0O0OOOOOO (IDO IPv4/IPv6 00O ODOODO
0000o00oo0ooooooooooon)

IPv6 PPPOE 00000 (CHAPID)OODODODOOODODODOODOOOODOOO
0o0oooo((ooo Ipva00D0O0OOODOODO)

0CN:EUblah@ipv6 . ocn.ne.jp
e OCN biz:EAblah@bizf6.ocn.ne.jp 0 0 blah@bizd6.ocn.ne.jp
Plala:EZZblah@v6h.plala.or.jp O O blah@vém. plala.or.jp

So-net :E&taroQaa2-v6.so-net.ne.jp

OO0 O0IPv6 address O default route 00O 0O0O0OOOO0OOOOO

e IPv6 address 0 DHCPv6 000000 (wide-dhepvb-client 00 ) 0000000
e IPv6 default route 00000 00 O O3S

ip -6 r add default dev pppl

cooooo

0000 0O: https://youtu.be/bJ9p2i9frth (git repo: https://github.com/rogers0/config/tree/

network/flets-native-v4v6)

77 O0oon

o stateless host: IPv6 address O default gateway 0 RA (DD DD0D0000)000000DD0OO0OO0DDOMO

e stateful host: IPv6 address 0 DHCPv6 000 0000000000000 0OOOOO

e gateway: IPv4 0 NAT OOOOOO IPO0O0O0O0OOODOO0O0O0O0O0O0O0OIPvA NATOOOO Address O
goooooooIpv6 D0O0ODOODOODOOOOOOOOOO

*20 http://service.ocn.ne. jp/ipv6/access/flow/

*21 http://www.ocn.ne. jp/business/ftth/withf/spec.html
*22 http://www.plala.or.jp/ipv6/access/flow/

*23 http://www.so-net.ne. jp/option/others/ipv6/

*24 https://bugs.debian.org/477245

*25 https://github.com/paulusmack/ppp/issues/4(0
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http://service.ocn.ne.jp/ipv6/access/flow/
http://www.ocn.ne.jp/business/ftth/withf/spec.html
http://www.plala.or.jp/ipv6/access/flow/
http://www.so-net.ne.jp/option/others/ipv6/
https://bugs.debian.org/477245
https://github.com/paulusmack/ppp/issues/40

7.8 OO0 O: stateful gateway 00 O

000000 stateless host OO0 Ostateful host DOODODODOONTT NGNOOO RA(DOOOODOOO)O
goboobooobobao

sysctl.conf
net/ipv6/conf/default/accept_ra = 0
net/ipv6/conf/all/accept_ra = 0
net/ipv6/conf/ethO/accept_ra = 0
net/ipv6/conf/wlan0/accept_ra = 0

7.9 OO0 1: stateless host O O

MSFT O KBS OO UOO0O0U00D0000000000000000EI0000 00000 address selection 0
NTT NGN OO prefix 000000000 O0ODO00O00OO0ODODO0O0O000 win3200000 Linux 0O0OO
oood

ip addrlabel add prefix 2001:c90::/32  label 8
ip addrlabel add prefix 2404:1a8::/32 label 8
ip addrlabel add prefix 2408::/22 label 8
ip addrlabel add prefix 2001:d70::/30 label 8
ip addrlabel add prefix 2001:a000::/21 label 8

OO00o00oo0doOood: https://github.com/rogersO/config/tree/network/stateful_v6host

710 DOODOOOOOOOO (TODO)

e Firewall: ip6tables
o stateful IPv6 gateway (allow IPv6 forward)
o stateful/stateless IPv6 host (disallow IPv6 forward)

*26 https://support.microsoft.com/ja-ip/kb/2551233
*27 http://www.attn. jp/maz/p/i/policy-table/
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8 wiki:Subkeys

cooooooo

Debian WikiEZB[O O Debian D0 DD D000 0ODODODOOOOOOOOOOO Op
0000000 wiki:SubkeysE2 00 0000000000000 ODODOODO

ooooo (Oo)

81 OO0

OpenPGPO0O0OOOOODOOOODOOODOCO20000000000CO00OCOCOOOODOOOOODOOOO
goobooooboooboboooobboooobobboobobbooobbboobbbooobboobLbboon
gooo

82 0O0OODO

0000000000000 000000 (D00000)0D0000000000000000O000D0OOoO0O
goboboobooobooboboooobobobobooobobobooobobobboboobDoboobOoDo
goboobooboobon

8.2.1 GnuPGOODOOO
GnuPGUOUOUOOOOOOOOOOO0OOOOOO0OO0OOOO0OO0O0OOO0OO0O0OO0O0O0O00OOOOO0OODOO
go0oooooooo (I:l[ll:l[l)DDDDDDDDDDDDDDDDDDDDDDDDD

Please select what kind of key you want:
(1) RSA and RSA (default)
(2) DSA and Elgamal
(3) DSA (sign only)
(4) RSA (sign only)
Your selection?

UobooO0o0ooobOooOoRrRsAOOO0OO0OO0OO0O0O0DOCOO00O0COOEIGamal DOOOODOODSAOOODODOO
coobooooooooooboooboboooooooon

83 0O0OODO

oobooobooooobooooooobooooboboOobObodboboooooooOoOoOoboOoOobOo0obOOOoOoOOODn
coboobooboboooooobooboobOooobOooooooboobboOobooOobooOooboooboOooOoDoOnn
cooooooooooooocooboooooa

oobooboooooooooooobOoobOboOobOboOoboboooooOooOoOoOoOOoOobboOobOboOoOoOOoOoDn

*28 https://wiki.debian.org/
*29 https://wiki.debian.org/Subkeys
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gobooboobobuoobooobooboooo
obobobooooooboobobooboo

e IO DOOODUODDUODLOODDOUDLOO

e 00 UIDOOODOUODOVUIDU primary 00 0OOOONO
e OO DODOOO

e 00 UIDODOOOOOODOODO

UID O preferences 0O ODO (O: setpref)
gbobooooooboobobo
oboboooooooooboooo

Web of Trust OO UDOODOUIDODOOOODOOOODOOOCpenPGPOODOOOOODOOO UIDOODO
gobbooobobooobboobbooobooobboooboboobbooobboobbooobboon
goon
84 UODOOODOODO

gobooboooo

1. 0000000 GnuPGOOOO0O0O0O0O0O0O0O0O00O0

$ umask 077; tar -cf $HOME/gnupg-backup.tar -C $HOME .gnupg

2.000000000

$ gpg -——edit-key YOURMASTERKEYID
gpg> addkey
Key is protected.

You need a passphrase to unlock the secret key for
user: "WHO <who@example.org>"
2048-bit RSA key, ID AAAAAAAA, created 2015-01-01

Enter passphrase: YOURMASTERKEYPASSWORD

Please select what kind of key you want:
(3) DSA (sign only)
(4) RSA (sign only)
(5) Elgamal (encrypt only)
(6) RSA (encrypt only)
Your selection? 4

RSA keys may be between 1024 and 4096 bits long.
What keysize do you want? (2048)

Requested keysize is 2048 bits
Please specify how long the key should be valid.
0 = key does not expire
<n> = key expires in n days
<n>w = key expires in n weeks
<n>m = key expires in n months
<n>y = key expires in n years
Key is valid for? (0)

Key does not expire at all
Is this correct? (y/N) y
Really create? (y/N) y

gpg> save

3. $HOME/.gnupg 0 USBO OO OOOOOOOOODOOOOOOO
4. 0000000000000 O0ODOO GuPGOOODOOOODODOOODOOODOOOOOOO
alOOOODOObOOODOOO

$ gpg ——export-secret-subkeys YOURMASTERKEYID > secret-subkeys

OpbO00OO0O00O0OO0O0O0ODOO0OO0
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$ gpg ——delete-secret-key YOURMASTERKEYID

UecOboonobooon

$ gpg -——import secret-subkeys

OdOsecO sect0 00 0000000000000 0OOOO0OOOOODOOOOOO

$ gpg K

sec# 2048R/AAAAAAAA 2015-01-01
uid WHO <who@example.org>
ssb  2048R/BBBBBBBB 2015-01-01
ssb  2048R/CCCCCCCC 2015-01-01

5. ooOOOOOOODOOO

$ gpg --edit-key YOURMASTERKEYID passwd

oobooooooOooooboOoobooOoOooooooooon

841 0O0O0ODOOOOO
0000 GNUPGHOME O --homedir OO0 O 0O0OO0O00O000 .gnupg DO O00OO0O0O0O0O0O0O0OOODOCODO

$ export GNUPGHOME=/path/to/save/.gnupg
$ gpg K

$ gpg --homedir=/path/to/save/.gnupg -K

8.4.2 cross-certification

0000000000 cross-certification(0 00 0)000000000OODOOOOOOO

000000000 IDODO00O0O0O0D0O00D0O0O0O0O0DO0DO0OD0O0DO00N0OO00D0o0O0OoOo0oOOoDOooO
gooobooobooobobooobbooobobooobooobbooboDbooobD bbb ooobObOoOon
goooooooobobbooodooooooooooob bbb b o bbb ooOooo
oobooboooboboooobo

GnuPGUUOUOOOOOOOOODODOOOODODODOODOO

$ gpg --edit-key YOURMASTERKEYID
gpg> cross-certify

ooooooobooddcenuPcOOOOOOOOOOO

gpg: WARNING: signing subkey CCCCCCCC is not cross-certified
gpg: please see http://www.gnupg.org/faq/subkey-cross-certify.html for more information
gpg: Can’t check signature: general error

goboooobooboooboo

e Signing Subkey Cross-Certification --- GnuPG.org@
o [mew-dist 28255] Re: gnupg 1.4.953

*30 https://www.gnupg.org/faq/subkey-cross-certify.html
*31 http: //www.mew.org/ml-archives/mew-dist/2008-April/027942. html
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85 OOODOOOO

oobooocbOooooooooooooa

$ gpg --send-key YOURMASTERKEYID

8.6 OOO

gogbooobooboobobooboobboobuoobboobooboobo
0000000000000 00D0D0DDDODDODDODDODDDODOOOODDDDDDD Gouk TokenER 00O
gobgooboobbooboo

*32 http: //www.fsij.org/category/gnuk.html
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9 DebConflb 00O 0O OO

91 ODODOO

00 1000000 Debian Project 000 0000000000000 O0O0O0O00O0O0O00O0O0DOOOODOOO
O0D000000O0DebConfO0O0O00O01600E3000O0O DebConfl5 0 02015/8/15-220 000000000
o0ooOoooooooon

00 URL O http://debconfib.debconf.org/ 000000

O000O0ODebeonfl50000000000000D00000O0O00OO0ODO0OO0O0OOOOOOOOOOOODO

9.2 DebConflb DODOODOOOODO

DebConf 0 00O Video T,cam 000 0000000000000 OO0DOOOOODOOOOODOOOOOOOOO
000000000 000Debian 0000000000000 DOO0O0O0ODODO0O0O0O0O0O0DO0O0O0O0WebmOOO
goooooooopooooooooo

OO0000http://debconfl5.debconf.org/videostream.xhtml

000000 Oiphone/Android 000000000000 DO0OOODOODOODOODOODOOOOODODOOCODO
youtube 00 DebConfl5 0 000000000000C000D0O0O00DODOOOO

youtube:https://www.youtube.com/playlist?1ist=PLz8ZG1e9MP1z2bUTzfgJh0JCxwT866D4w

9.3 DebConfls DDODODODOO

DebConf 0 00000 Debian Project 000 0000000000000 DOOO0OOODOOOOOODOODOOO
oooooooO0ooooOoOoooooOoooO0oooOooOoO0ooooooOooOoOooooOooOoOooooDooOoODOObOOODOon
goooooooooooooooooooooooooooooooooooooo

U0000:http://ftp.acc.umu.se/pub/debian-meetings/2015/debconfl15/subtitles/english/

oooooooooooboooooooo

Stepl. OO0 URLOOO*srt 0000000000
Step 2. totem/vlc/mplayer 0 00 DebConfl5 0 0000000000000 O0OO0ODOO0O0OOO.srtO0O00OO0
gobooboboobbooboobboobuoobboooo

O0000O0O0 DebiansidOO0OOOOOOOOOOOOO

*33 DebConf 0 0000 DO
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Citizenfour_Q_A_Session.webm

procegfs\was exactly how the doecuments
N were
handled, and maybe that's because
nobody

013 000ooooo

94 OOOODOOODO
oobooooooooobobooobooono

e Stretching out for trustworthy reproducible builds

e Thanks for maintaining a desktop environment. But is it accessible?

oooooo

9.5 Stretching out for trustworthy reproducible builds

000O0D0DODO Chaos Computer ClubB30 00000000 Debian 00000 00O Reproducible Builds O
ogoboooooooogo

<

[Applause]

0 14 Stretching out for trustworthy(0) 0 0O

ooooooooboooobooobooooooo

*34 Wikipedia-jp 0 0 0000000000000000000000000000000O00
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951

od

e The 31st Chaos Communication Congress (31C3)EI0 00 0000000000000000000O0O

9.5.2

953

954

0000000000000000 Reproducible Builds 0000000000000 00000OO0O0OO0O0O
31C30 00000000000 Edward Snowden 0000 OO CIA O Strawhourse 0000000000
O CIA conference 201200 00000000000000000MacOS/iOSO SDKOOOOOODOOOO
000oo0o0ooo0o clAoo0ooOoU0UoooUoo0oUooOoUoDOOoUOooOOo0ooOOoOooOOO
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GNU GENERAL PUBLIC LICENSE
Version 2, June 1991

Copyright (C) 1989, 1991 Free Software Foundation, Inc.
51 Franklin St, Fifth Floor, Boston, MA 02110-1301 USA
Everyone is permitted to copy and distribute verbatim copies
of this license document, but changing it is not allowed.

Preamble

The licenses for most software are designed to take away your
freedom to share and change it. By contrast, the GNU General Public
License is intended to guarantee your freedom to share and change free
software--to make sure the software is free for all its users. This
General Public License applies to most of the Free Software
Foundation’s software and to any other program whose authors commit to
using it. (Some other Free Software Foundation software is covered by
the GNU Library General Public License instead.) You can apply it to
your programs, too.

When we speak of free software, we are referring to freedom, not
price. Our General Public Licenses are designed to make sure that you
have the freedom to distribute copies of free software (and charge for
this service if you wish), that you receive source code or can get it
if you want it, that you can change the software or use pieces of it
in new free programs; and that you know you can do these things.

To protect your rights, we need to make restrictions that forbid
anyone to deny you these rights or to ask you to surrender the rights.
These restrictions translate to certain responsibilities for you if you
distribute copies of the software, or if you modify it.

For example, if you distribute copies of such a program, whether
gratis or for a fee, you must give the recipients all the rights that

you have. You must make sure that they, too, receive or can get the
source code. And you must show them these terms so they know their
rights.

We protect your rights with two steps: (1) copyright the software, and
(2) offer you this license which gives you legal permission to copy,
distribute and/or modify the software.

Also, for each author’s protection and ours, we want to make certain
that everyone understands that there is no warranty for this free
software. If the software is modified by someone else and passed on, we
want its recipients to know that what they have is not the original, so
that any problems introduced by others will not reflect on the original
authors’ reputations.

Finally, any free program is threatened constantly by software
patents. We wish to avoid the danger that redistributors of a free
program will individually obtain patent licenses, in effect making the
program proprietary. To prevent this, we have made it clear that any
patent must be licensed for everyone’s free use or not licensed at all.

The precise terms and conditions for copying, distribution and
modification follow.

GNU GENERAL PUBLIC LICENSE
TERMS AND CONDITIONS FOR COPYING, DISTRIBUTION AND MODIFICATION

0. This License applies to any program or other work which contains
a notice placed by the copyright holder saying it may be distributed
under the terms of this General Public License. The "Program", below,
refers to any such program or work, and a "work based on the Program"
means either the Program or any derivative work under copyright law:
that is to say, a work containing the Program or a portion of it,
either verbatim or with modifications and/or translated into another
language. (Hereinafter, translation is included without limitation in
the term "modification".) Each licensee is addressed as "you".

Activities other than copying, distribution and modification are not
covered by this License; they are outside its scope. The act of
running the Program is not restricted, and the output from the Program
is covered only if its contents constitute a work based on the

Program (independent of having been made by running the Program).
Whether that is true depends on what the Program does.

1. You may copy and distribute verbatim copies of the Program’s
source code as you receive it, in any medium, provided that you
conspicuously and appropriately publish on each copy an appropriate
copyright notice and disclaimer of warranty; keep intact all the
notices that refer to this License and to the absence of any warranty;
and give any other recipients of the Program a copy of this License
along with the Program.

You may charge a fee for the physical act of transferring a copy, and
you may at your option offer warranty protection in exchange for a fee.

2. You may modify your copy or copies of the Program or any portion
of it, thus forming a work based on the Program, and copy and
distribute such modifications or work under the terms of Section 1
above, provided that you also meet all of these conditions:

a) You must cause the modified files to carry prominent notices
stating that you changed the files and the date of any change.

b) You must cause any work that you distribute or publish, that in
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whole or in part contains or is derived from the Program or any
part thereof, to be licensed as a whole at no charge to all third
parties under the terms of this License.

c) If the modified program normally reads commands interactively
when run, you must cause it, when started running for such
interactive use in the most ordinary way, to print or display an
announcement including an appropriate copyright notice and a
notice that there is no warranty (or else, saying that you provide
a warranty) and that users may redistribute the program under
these conditions, and telling the user how to view a copy of this
License. (Exception: if the Program itself is interactive but
does not normally print such an announcement, your work based on
the Program is not required to print an announcement.)

These requirements apply to the modified work as a whole. If
identifiable sections of that work are not derived from the Program,
and can be reasonably considered independent and separate works in
themselves, then this License, and its terms, do not apply to those
sections when you distribute them as separate works. But when you
distribute the same sections as part of a whole which is a work based
on the Program, the distribution of the whole must be on the terms of
this License, whose permissions for other licensees extend to the

entire whole, and thus to each and every part regardless of who wrote it.

Thus, it is not the intent of this section to claim rights or contest
your rights to work written entirely by you; rather, the intent is to
exercise the right to control the distribution of derivative or
collective works based on the Program.

In addition, mere aggregation of another work not based on the Program
with the Program (or with a work based on the Program) on a volume of
a storage or distribution medium does not bring the other work under
the scope of this License.

3. You may copy and distribute the Program (or a work based on it,
under Section 2) in object code or executable form under the terms of
Sections 1 and 2 above provided that you also do one of the following:

a) Accompany it with the complete corresponding machine-readable
source code, which must be distributed under the terms of Sections

1 and 2 above on a medium customarily used for software interchange; or,

b) Accompany it with a written offer, valid for at least three
years, to give any third party, for a charge no more than your
cost of physically performing source distribution, a complete
machine-readable copy of the corresponding source code, to be
distributed under the terms of Sections 1 and 2 above on a medium
customarily used for software interchange; or,

c) Accompany it with the information you received as to the offer
to distribute corresponding source code. (This alternative is
allowed only for noncommercial distribution and only if you
received the program in object code or executable form with
an offer, in accord with Subsection b above.)

such

The source code for a work means the preferred form of the work for
making modifications to it. For an executable work, complete source
code means all the source code for all modules it contains, plus any
associated interface definition files, plus the scripts used to
control compilation and installation of the executable. However,
special exception, the source code distributed need not include
anything that is normally distributed (in either source or binary
form) with the major components (compiler, kernel, and so on) of the
operating system on which the executable runs, unless that component
itself accompanies the executable.

as a

If distribution of executable or object code is made by offering
access to copy from a designated place, then offering equivalent
access to copy the source code from the same place counts as
distribution of the source code, even though third parties are not
compelled to copy the source along with the object code.

4. You may not copy, modify, sublicense, or distribute the Program
except as expressly provided under this License. Any attempt
otherwise to copy, modify, sublicense or distribute the Program is
void, and will automatically terminate your rights under this License.
However, parties who have received copies, or rights, from you under
this License will not have their licenses terminated so long as such
parties remain in full compliance.

5. You are not required to accept this License, since you have not
signed it. However, nothing else grants you permission to modify or
distribute the Program or its derivative works. These actions are
prohibited by law if you do not accept this License. Therefore, by
modifying or distributing the Program (or any work based on the
Program), you indicate your acceptance of this License to do so, and
all its terms and conditions for copying, distributing or modifying
the Program or works based on it.

6. Each time you redistribute the Program (or any work based on the
Program), the recipient automatically receives a license from the
original licensor to copy, distribute or modify the Program subject to
these terms and conditions. You may not impose any further
restrictions on the recipients’ exercise of the rights granted herein.
You are not responsible for enforcing compliance by third parties to
this License.



7. If, as a consequence of a court judgment or allegation of patent
infringement or for any other reason (not limited to patent issues),
conditions are imposed on you (whether by court order, agreement or
otherwise) that contradict the conditions of this License, they do not
excuse you from the conditions of this License. If you cannot
distribute so as to satisfy simultaneously your obligations under this
License and any other pertinent obligations, then as a consequence you
may not distribute the Program at all. For example, if a patent
license would not permit royalty-free redistribution of the Program by
all those who receive copies directly or indirectly through you, then
the only way you could satisfy both it and this License would be to
refrain entirely from distribution of the Program.

If any portion of this section is held invalid or unenforceable under
any particular circumstance, the balance of the section is intended to
apply and the section as a whole is intended to apply in other
circumstances.

It is not the purpose of this section to induce you to infringe any
patents or other property right claims or to contest validity of any
such claims; this section has the sole purpose of protecting the
integrity of the free software distribution system, which is
implemented by public license practices. Many people have made
generous contributions to the wide range of software distributed
through that system in reliance on consistent application of that
system; it is up to the author/donor to decide if he or she is willing
to distribute software through any other system and a licensee cannot
impose that choice.

This section is intended to make thoroughly clear what is believed to
be a consequence of the rest of this License.

8. If the distribution and/or use of the Program is restricted in
certain countries either by patents or by copyrighted interfaces, the
original copyright holder who places the Program under this License
may add an explicit geographical distribution limitation excluding
those countries, so that distribution is permitted only in or among
countries not thus excluded. In such case, this License incorporates
the limitation as if written in the body of this License.

9. The Free Software Foundation may publish revised and/or new versions
of the General Public License from time to time. Such new versions will
be similar in spirit to the present version, but may differ in detail to
address new problems or concerns.

Each version is given a distinguishing version number. If the Program
specifies a version number of this License which applies to it and "any
later version", you have the option of following the terms and conditions
either of that version or of any later version published by the Free
Software Foundation. If the Program does not specify a version number of
this License, you may choose
Foundation.

10. If you wish to incorporate parts of the Program into other free
programs whose distribution conditions are different, write to the author
to ask for permission. For software which is copyrighted by the Free
Software Foundation, write to the Free Software Foundation; we sometimes
make exceptions for this. Our decision will be guided by the two goals
of preserving the free status of all derivatives of our free software and
of promoting the sharing and reuse of software generally.

NO WARRANTY

11. BECAUSE THE PROGRAM IS LICENSED FREE OF CHARGE, THERE IS NO WARRANTY
FOR THE PROGRAM, TO THE EXTENT PERMITTED BY APPLICABLE LAW. EXCEPT WHEN
OTHERWISE STATED IN WRITING THE COPYRIGHT HOLDERS AND/OR OTHER PARTIES
PROVIDE THE PROGRAM "AS IS" WITHOUT WARRANTY OF ANY KIND, EITHER EXPRESSED
OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED WARRANTIES OF
MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE. THE ENTIRE RISK AS
TO THE QUALITY AND PERFORMANCE OF THE PROGRAM IS WITH YOU. SHOULD THE
PROGRAM PROVE DEFECTIVE, YOU ASSUME THE COST OF ALL NECESSARY SERVICING,
REPAIR OR CORRECTION.

any version ever published by the Free Software

12. IN NO EVENT UNLESS REQUIRED BY APPLICABLE LAW OR AGREED TO IN WRITING
WILL ANY COPYRIGHT HOLDER, OR ANY OTHER PARTY WHO MAY MODIFY AND/OR
REDISTRIBUTE THE PROGRAM AS PERMITTED ABOVE, BE LIABLE TO YOU FOR DAMAGES,
INCLUDING ANY GENERAL, SPECIAL, INCIDENTAL OR CONSEQUENTIAL DAMAGES ARISING
OUT OF THE USE OR INABILITY TO USE THE PROGRAM (INCLUDING BUT NOT LIMITED
TO LOSS OF DATA OR DATA BEING RENDERED INACCURATE OR LOSSES SUSTAINED BY
YOU OR THIRD PARTIES OR A FAILURE OF THE PROGRAM TO OPERATE WITH ANY OTHER
PROGRAMS), EVEN IF SUCH HOLDER OR OTHER PARTY HAS BEEN ADVISED OF THE
POSSIBILITY OF SUCH DAMAGES.

END OF TERMS AND CONDITIONS
How to Apply These Terms to Your New Programs

If you develop a new program, and you want it to be of the greatest
possible use to the public, the best way to achieve this is to make it
free software which everyone can redistribute and change under these terms.

To do so, attach the following notices to the
to attach them to the start of each source file
convey the exclusion of warranty; and each file
the "copyright" line and a pointer to where the

program. It is safest
to most effectively
should have at least
full notice is found.

<one line to give the program’s name and a brief idea of what it does.>
Copyright (C) <year> <name of author>

This program is free software; you can redistribute it and/or modify
it under the terms of the GNU General Public License as published by
the Free Software Foundation; either version 2 of the License, or
(at your option) any later version.

This program is distributed in the hope that it will be useful,
but WITHOUT ANY WARRANTY; without even the implied warranty of
MERCHANTABILITY or FITNESS FOR A PARTICULAR PURPOSE. See the
GNU General Public License for more details.

You should have received a copy of the GNU General Public License
along with this program; if not, write to the Free Software
Foundation, Inc., 51 Franklin St, Fifth Floor, Boston, MA 02110-1301 USA

Also add information on how to contact you by electronic and paper mail.

If the program is interactive, make it output a short notice like this
when it starts in an interactive mode:

Gnomovision version 69, Copyright (C) year name of author

Gnomovision comes with ABSOLUTELY NO WARRANTY; for details type ‘show w’.
This is free software, and you are welcome to redistribute it

under certain conditions; type ‘show c’ for details.

The hypothetical commands ‘show w’ and ‘show ¢’ should show the appropriate
parts of the General Public License. O0f course, the commands you use may
be called something other than ‘show w’ and ‘show c’; they could even be
mouse-clicks or menu items--whatever suits your program.

You should also get your employer (if you work as a programmer) or your
school, if any, to sign a "copyright disclaimer" for the program, if
necessary. Here is a sample; alter the names:

Yoyodyne, Inc., hereby disclaims all copyright interest in the program
‘Gnomovision’ (which makes passes at compilers) written by James Hacker.

<signature of Ty Coon>, 1 April 1989
Ty Coon, President of Vice

This General Public License does not permit incorporating your program into
proprietary programs. If your program is a subroutine library, you may
consider it more useful to permit linking proprietary applications with the
library. If this is what you want to do, use the GNU Library General
Public License instead of this License.

goboobogoon

0000000 Git0OOODOO git://anonscm.debian.org/tokyodebian/monthly-report.git 00000

goboobobooboobobooboobo

$ git clone git://anonscm.debian.org/tokyodebian/monthly-report.git
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