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Debian 9 000000000 0O5.1.5. 0000000000000 PIE (position independent executables) O
0000000O0O0O0O0O0O0oooooooooooonca
Debian 9stretch 00000 O0OO0OOOO0OOOO fle0OOOO0OO0OO0O0O0O0O0O0O0O0O0O0000O0O0O0O00O0OCA

# cat /etc/debian_version
9.1

# file /bin/ls

/bin/ls: ELF 64-bit LSB shared object, x86-64, version 1 (SYSV), dynamically linked,
interpreter /1ib64/1d-linux-x86-64.s0.2, for GNU/Linux 2.6.32,
BuildID[sha1]=3c233e12c466a83aa9b2094b07dbfaabbdi0eccd, stripped

OO0 PIECOODODOOOODOOODOOOOOOOOOOOODO

32 PIEODOODO

321 PIEODO
PIEO Position Independent Executabled”0 000000 0”00 0O OPICO Position Independent Code” 0 O
00000”’00000000000000000000000O000UOO0O0UOOOO
PICOOODODOOOOOODOOOOOODOOODOOOOO0ODOOOODODOOOOOOOO0OODOOOOOOO
0000000 7-fPIC’O0000000000O0DOODODO0000 PICOODDOOO0O0000BOPIEODODODOD
0000000000000 0000000D0000000O0O0OOOOD ELFOOOtextOODOO PICODODODODO
Od00000oooo0ooo0dUoood0ooo PICO0D0DOO00O0DDOO0OOOOOOODOOODOOOOOO
O000oo0o0oooooooo
00 PIEODODODODOODOODOOOOOOODODODODOODOOODOODODODOOOOODOODOOOOOOODn
0000000000000 o0o0000oo0o0o000o0o0o000Do0000DUoo0o0DUoOoUooooooog
PIEOOODDOOUOOOODOOOOODOODOOOOOOOOOId.soO Id-linuxsso0 000000000 OOOO
0000000000000 00000D00U0o000o0O00o0o0oOOO0O0ODOOOD0D0D0D0OUOUODOLOOoOO
0000000000000 000000000000000000000000000000000000g

*2 https://www.debian.org/releases/stretch/amd64/release-notes/ch-information. ja.html#pie-is-now-default
*3 Debian 8 jessie 0 0 O ELF 64-bit LSB executable0 00000000000
** 0 PICODOO0ODDOODODOOODOOOODOODODOOODODOOODOO


https://www.debian.org/releases/stretch/amd64/release-notes/ch-information.ja.html#pie-is-now-default

322 PIEODO PIEODOOOOOOOOODOOO
0000000000000000foo()000D0D0OO0 print00000O0DOODODO

$ cat test.c
#include <stdio.h>

void foo()

{
printf (¢ ‘IN foo()\n’’);
return;

}

int main()

void (¥£)() = foo;
£0O;

printf (¢ ‘0x%x\n’’, £f);
return 0;

OPIECOUDOOOODOODOOOMOM Debian 8 jessie 0 gee-4.9200000000 foo)UODODDOODOODOO
gbooooooooobod

$ gcc test.c
$ ./a.out

IN foo()
0x400546

$ ./a.out

IN foo()
0x400546

$ ./a.out

IN foo()
0x400546

PIEOOUDOODOOOOOODOO Debian 9 stretch O gee-6.3.0 00000000 foo) DOODOO0OOODODO
gbooooooooo

$ gcc test.c
$ ./a.out
IN foo()
Oxae27£6£f0
$ ./a.out
IN foo()
0xbb1466£0
$ ./a.out
IN foo()
0xbe86b6£0
$ ./a.out
IN foo()
0x37£456f0
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eccc0000UIDDOOIUIDDOOD - ”fPIEPO00DOOOODOODO
e gccO000D0DDODDODODODDODODODODOD - 7-pie"00O0O0OOOOOO

*5 https://software.intel.com/en-us/blogs/2014/12/26/new-optimizations—-for-x86-in-upcoming-gcc-50-32bit-pic-mode


https://software.intel.com/en-us/blogs/2014/12/26/new-optimizations-for-x86-in-upcoming-gcc-50-32bit-pic-mode
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PIEOOODOOOOOODOOOOOOOOOOOOOOOO0OOOOO0OOO0DOOOO0OO0OOOO0O0OO0OODOOO
oooo

OpenBSD
—0 OpenBSD’s Position Independent Executable (PIE) Implementationd http://www.openbsd.org/
papers/nycbsdcon08-pie/mgp00001.html
—0 Converting OpenBSD to PIEQ https://www.openbsd. org/papers/asiabsdcon2015-pie-slides.
pdt
— OpenBSD 5.302013-05-01 0000000 PIEOOOOOOOOOOOOOOOOOO
e Fedora
—0 Changes/Harden All PackagesD] https://fedoraproject.org/wiki/Changes/Harden Al1_
Packages
— Fedora 230 2015-11-03 0000000 PIECOOODOOOOOOOOOOOOOO
Ubuntu
—0 GCC hardening for 16.100 https://wiki.ubuntu.com/SecurityTeam/PIE
— Ubuntu 16.100 2016-10-13 0000000 PIECOOOOOOOOOOOOOOOOO

e Debian

— 0000000 https://www.debian.org/releases/stretch/amd64/release-notes/ch-information.
ja.html#pie-i1s-now-default
— Debian 902017-06-1600 PIEO D OOOO0DOOOOOOOOOOO
HardenedBSD
— FreeBSD O forkO https://hardenedbsd.org/
— 11I-STABLEOOOOOOODOOOOODOOOOO0OD0O00O0
e Android
— Android 5.00000PIEO0O0OODDOOOODOOOOODO 2014-10-17000000
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Debian 0 0000000000000 0O0O00Hardening’O 0000000000 O0O0OPIEOOOOOOOO
ooooooooogo

https://wiki.debian.org/Hardening

000 debianO0O00Odebian 0000000000000 DODEB.BUILD_ HARDENING=1"O000O0O0OO”-
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*6 https://lwn.net/Articles/379511/


http://www.openbsd.org/papers/nycbsdcon08-pie/mgp00001.html
http://www.openbsd.org/papers/nycbsdcon08-pie/mgp00001.html
https://www.openbsd.org/papers/asiabsdcon2015-pie-slides.pdf
https://www.openbsd.org/papers/asiabsdcon2015-pie-slides.pdf
https://fedoraproject.org/wiki/Changes/Harden_All_Packages
https://fedoraproject.org/wiki/Changes/Harden_All_Packages
https://wiki.ubuntu.com/SecurityTeam/PIE
https://www.debian.org/releases/stretch/amd64/release-notes/ch-information.ja.html#pie-is-now-default
https://www.debian.org/releases/stretch/amd64/release-notes/ch-information.ja.html#pie-is-now-default
https://hardenedbsd.org/
https://wiki.debian.org/Hardening
https://lwn.net/Articles/379511/

e https://wiki.debian.org/Hardening/PIEByDefaultTransition
o[ Porter roll call for Debian StretchO https://1lists.debian.org/debian-devel/2016/08/msg00324.
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Debian 90 gecOOOOOO gee-6.3.00000000007gec-V’O00000 configure00000O000O0OO0
0 O ”—enable-default-pie”’0 00000 OO0

$ gcc -v 2>&1 | grep pie
Configured with: ../src/configure -v --with-pkgversion=’Debian 6.3.0-18’
--with-bugurl=file:///usr/share/doc/gcc-6/README.Bugs
--enable-languages=c,ada,c++, java,go,d,fortran,objc,obj-c++ --prefix=/usr
—-program-suffix=-6 --program-prefix=x86_64-linux-gnu- --enable-shared
--enable-linker-build-id --libexecdir=/usr/lib --without-included-gettext
--enable-threads=posix --libdir=/usr/lib --enable-nls --with-sysroot=/
--enable-clocale=gnu --enable-libstdcxx-debug --enable-libstdcxx-time=yes
--with-default-libstdcxx-abi=new --enable-gnu-unique-object --disable-vtable-verify
-—enable-libmpx --enable-plugin
--enable-default-pie
--with-system-zlib --disable-browser-plugin --enable-java-awt=gtk --enable-gtk-cairo
--with-java-home=/usr/lib/jvm/java-1.5.0-gcj-6-amd64/jre --enable-java-home
--with-jvm-root-dir=/usr/1lib/jvm/java-1.5.0-gcj-6-amd64
—-with-jvm-jar-dir=/usr/1lib/jvm-exports/java-1.5.0-gcj-6-amd64
--with-arch-directory=amd64 --with-ecj-jar=/usr/share/java/eclipse-ecj.jar
--with-target-system-z1lib --enable-objc-gc=auto --enable-multiarch
--with-arch-32=i686 --with-abi=m64 --with-multilib-1list=m32,m64,mx32
--enable-multilib --with-tune=generic --enable-checking=release
--build=x86_64-1linux-gnu --host=x86_64-linux-gnu --target=x86_64-1linux-gnu

gcc0O0O0ODDOODODODODOOOMOM Turn on -fPIE and -pie by default. 000000000 https://gcc.gnu.
org/install/configure.htmlJ 0000 Odebian 9000 gecOODDOO0O0O0O0O0O0O0O0O0O0000000O
000000 PIECODOODOODOODOODOODOO

O00OPIEOOUODOOOODOOOO CPULOODOOOOOOODDOOODOOOON gee-60000000000O0OO
ooooo®

$ apt-get source gcc-6
$ cd gcc-6-6.3.0/debian
$ less rules.defs
(snip)
# pie by default
with_pie :=
ifeq ($(distribution),Debian)
ifeq (,$(filter $(distrelease),wheezy squeeze jessie))
pie_archs = amd64 arm64 armel armhf 1386 mips mipsel mips64el \
ppcb4el s390x sparc sparc64 kfreebsd-amd64 kfreebsd-i386

endif
else ifeq ($(distribution),Ubuntu)
ifeq (,$(filter $(distrelease),lucid precise trusty utopic vivid wily))
pie_archs = s390x
endif
ifeq (,$(filter $(distrelease),lucid precise trusty utopic vivid wily xenial))
pie_archs += amd64 ppc64el
endif
endif
ifneq (,$(filter $(DEB_TARGET_ARCH),$(pie_archs)))
with_pie := yes
endif
(snip)

343 PIEOOOOOOOOOO
gcc0O0D0ODOOODODO”no-pie’0 0000000 PIECOOOOOOOOOOOOOO

*7 https://lintian.debian.org/tags/hardening-no-pie.html
*8 hppa U m68k 00 PIED0OOO0O000O00000000O0https://wiki.debian.org/Hardening


https://wiki.debian.org/Hardening/PIEByDefaultTransition
https://lists.debian.org/debian-devel/2016/08/msg00324.html
https://lists.debian.org/debian-devel/2016/08/msg00324.html
https://gcc.gnu.org/install/configure.html
https://gcc.gnu.org/install/configure.html
https://lintian.debian.org/tags/hardening-no-pie.html
https://wiki.debian.org/Hardening

$ vi test.c
int main()
{

return 0;

$ gcc -no-pie test.c

$ file ./a.out

./a.out: ELF 64-bit LSB executable, x86-64, version 1 (SYSV), dynamically linked,
interpreter /1ib64/1d-linux-x86-64.s0.2, for GNU/Linux 2.6.32,
BuildID[shal]=032331c152d5bab1c160a884967d9cd9507a73e6, not stripped
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e Debian Wiki Hardening
— https://wiki.debian.org/Hardening
Debian Wiki Hardening PIEByDefaultTransition
— https://wiki.debian.org/Hardening/PIEByDefaultTransition
0000000000 ELFOO0O00O0O00000O000000000000
— http://inaz2.hatenablog.com/entry/2014/07/27/205913
Red Hat Security Blog Position Independent Executables (PIE)
— https://access.redhat.com/blogs/766093/posts/1975793

OpenBSD’s Position Independent Executable (PIE) Implementation
— http://www.openbsd.org/papers/nycbsdcon08-pie/mgp00001.html
New optimizations for X86 in upcoming GCC 5.0: PIC in 32 bit mode.

— https://software.intel.com /en-us/blogs /2014 /12 /26 /new-optimizations-for-x86-in-upcoming-gce-50-
32bit-pic-mode
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https://wiki.debian.org/Hardening/PIEByDefaultTransition
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https://access.redhat.com/blogs/766093/posts/1975793
http://www.openbsd.org/papers/nycbsdcon08-pie/mgp00001.html
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