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$ cat /etc/debian_version
9.11
$ lsmod | grep table
ebtable_filter 16384 0
ebtables 36864 1 ebtable_filter
ip6table_filter 16384 0
ip6_tables 28672 1 ip6table_filter
iptable_filter 16384 1
iptable_nat 16384 1
nf_nat_ipv4 16384 1 iptable_nat
iptable_mangle 16384 1
ip_tables 24576 3 iptable_mangle,iptable_filter,iptable_nat
x_tables 36864 12 ipt_REJECT,iptable_mangle,ip_tables,ebtables,iptable_filter,xt_tcpudp,
ipt_MASQUERADE, xt_CHECKSUM, ip6table_filter,xt_policy,xt_conntrack,ip6_tables
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$ cat /etc/debian_version
10.2

$ lsmod | grep table

nf_tables_set 32768 6

nf_tables 143360 60 nft_ct,nf_tables_set
nfnetlink 16384 1 nf_tables
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*7 https://wiki.debian.org/nftables
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# apt-get install nftables

# which nft
/usr/sbin/nft

# systemctl status nftables
nftables.service - nftables
Loaded: loaded (/lib/systemd/system/nftables.service; disabled; vendor preset: enabled)
Active: inactive (dead)
Docs: man:nft(8)
http://wiki.nftables.org
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ooooooooooood

$ cat /etc/nftables.conf
#!/usr/sbin/nft -f

flush ruleset
table inet filter {
chain input {

type filter hook input priority O;

chain forward {
type filter hook forward priority O;

chain output {
type filter hook output priority O0;

332 nft00O00OO0OO
nftables 000 0000000000000 000O0 nft0000000000OO
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# nft list ruleset
table inet filter {
chain input {
type filter hook input priority O; policy accept;

chain forward {
type filter hook forward priority O; policy accept;

chain output {
type filter hook output priority O; policy accept;

nftables 000 000000000000000000O0O0OOOOO
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# nft add table ip mytable

chain 00O 0O

* man nft 0000



01 nft 00000000000 0000O
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ip IPv4 address family.
ip6 IPv6 address family.
inet Internet (IPv4/IPv6) address family.
arp ARP address family, handling IPv4 ARP packets.
bridge Bridge address family, handling packets which traverse a bridge device.
netdev Netdev address family, handling packets from ingress.
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input gopboooooooboooooon
forward oopoooooooooooooon
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# nft add chain ip mytable mychain_in { type filter hook input priority 0 \; }
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# nft add rule ip mytable mychain_in tcp dport ssh accept
# nft chain ip mytable mychain_in { policy drop \; }

O0000O0O0 nft 000000000 tep dport sshd acceptd 00000000 M tecpdOOOO udp O
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# nft list ruleset
table inet filter {
chain input {
type filter hook input priority 0; policy accept;

chain forward {
type filter hook forward priority O; policy accept;

chain output {
type filter hook output priority O; policy accept;

+
table ip mytable {
chain mychain_in {
type filter hook input priority 0; policy drop;
tcp dport ssh accept

}

nftables 00000000 O0OO Jete/nftables.conf 00 OO ”nft list ruleset” 00 000000000000

cooboooooooooooo

# cp -p /etc/nftables.conf /etc/nftables.conf.backupl
# nft list ruleset > /etc/nftables.conf

nftables 000 000000000000 O00OO0OOOOOO

# systemctl restart nftables
# nft list ruleset
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# systemctl enable nftables
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# nft list ruleset
table ip filter {
chain input {
type filter hook input priority 0; policy drop;
ct state { established, related } accept
ct state { invalid } drop
iifname "lo" accept
icmp type { echo-reply, echo-request } accept
tcp dport ssh ip saddr { 10.0.0.0/8, 172.16.0.0/12, 192.168.0.0/16 } accept
tcp dport 10022 ip saddr { 0.0.0.0-255.255.255.255 } accept
tcp dport { http, https } ip saddr { 0.0.0.0-255.255.255.255 } accept
}

chain forward {
type filter hook forward priority O; policy accept;

chain output {
type filter hook output priority O; policy accept;

}
table ip6 filter {
chain input {
type filter hook input priority O; policy drop;
iifname "lo" accept

}

chain forward {
type filter hook forward priority O; policy accept;

chain output {
type filter hook output priority 0; policy accept;

342 000000000000 openvpn OO ODODO
openvpnE@ 00 SSL-VPNOOOOOOO VPNOOOOO VPNOOOOOOOOOOOOOOOOOopenvpn
0000 VPNOOOOOOOOOODO openvpr 0 0000000000000 O0OOOOOOOOOOOOOO0O
0ooo

0000 openvpn 0000000 D0CO0D0DDOO0OODOODOOOODOOOOOOO0OOOOOOO
07192.168.200.0/24°'0 0 0000 000000000000 O00O000O0000O000000000000
0000000

# nft add table ip nat
# nft add chain ip nat postrouting { type nat hook postrouting priority 100 \; }
# nft add rule ip nat postrouting oifname "ethO" ip saddr 192.168.200.0/24 masquerade

openvpn 1 0000000000 tun”"000000000000000C00OOopenvpn 00000 UDPO TCP
0O 11900000000000000000OC0O0O
nftables 000000000000

*15 https://openvpn.net/community/
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# nft list ruleset
table ip filter {
chain input {
type filter hook input priority 0; policy drop;
ct state { established, related } accept
ct state { invalid } drop
iifname "lo" accept
iifname "tun*" accept
icmp type { echo-reply, echo-request } accept
tcp dport ssh ip saddr { 10.0.0.0/8, 172.16.0.0/12, 192.168.0.0/16 } accept
tcp dport 10022 ip saddr { 0.0.0.0-255.255.255.255 } accept
udp dport openvpn ip saddr { 0.0.0.0-255.255.255.255 } accept
tcp dport openvpn ip saddr { 0.0.0.0-255.255.255.255 } accept
}

chain forward {
type filter hook forward priority O; policy accept;

chain output {
type filter hook output priority O; policy accept;

}
table ip6 filter {
chain input {
type filter hook input priority 0; policy drop;
iifname "lo" accept

}

chain forward {
type filter hook forward priority O; policy accept;

chain output {
type filter hook output priority O; policy accept;

b
table ip nat {
chain postrouting {
type nat hook postrouting priority 100; policy accept;
oifname "ethO" ip saddr 192.168.200.0/24 masquerade
}
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o[] nftables - Debian Wiki(l https://wiki.debian.org/nftables

o[ netfilte.orgd https://www.netfilter.org/

o[ netfilter wikill https://wiki.nftables.org/wiki-nftables/index.php/Main_Page

oLinux 0000000000000 000000DOOnftablesD00 -000000000O https://
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