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# cat /etc/nftables.conf
table ip filter {
chain input {
type filter hook input priority filter; policy drop;
ct state established,related accept
ct state invalid drop
iif "lo" accept
icmp type { echo-request, echo-reply } accept
tcp dport ssh ip saddr { 10.0.0.0/8, 172.16.0.0/12,
192.168.0.0/16 } accept
tcp dport 40022 ip saddr { 0.0.0.0-255.255.255.255 } accept
tcp dport http ip saddr { 0.0.0.0-255.255.255.255 } accept
}
chain forward {
type filter hook forward priority filter; policy accept;

chain output {
type filter hook output priority filter; policy accept;
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# cat /etc/nftables.conf
#!/usr/sbin/nft -f
define range_ipv4_private = { 10.0.0.0/8, 172.16.0.0/12, 192.168.0.0/16 }

table ip filter {
set allowed_iplist_sshd {
type ipv4_addr
flags interval
auto-merge
comment "allowd iplist to sshd"
}
chain input {
type filter hook input priority filter; policy drop;
ct state established,related accept
ct state invalid drop
iif "lo" accept
icmp type { echo-request, echo-reply } accept
tcp dport 22 ip saddr { $range_ipv4_private } accept
tcp dport 40022 ip saddr Qallowed_iplist_sshd accept
tcp dport http ip saddr { 0.0.0.0-255.255.255.255 } accept
}
chain forward {
type filter hook forward priority filter; policy accept; }
chain output {
type filter hook output priority filter; policy accept; 1}

include "/etc/nftables.d/*.nft"
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# cat /etc/nftables.d/nftables_set_jp-docomo.nft

#!/usr/sbin/nft -
define element_ip4_jp_docomo_servers = {

1.66.0.0/16,
1.72.0.0/16,
1.73.0.0/16,
1.75.0.0/16,
1.78.0.0/16,
1.79.0.0/16,
aaao)

49.109.0.0/16,
160.249.0.0/16,
}

add element ip filter allowed_iplist_sshd {
$element_ip4_jp_docomo_servers }

000 systemctl restart nftables 000000 OKO DO OO
000 nft list ruleset O 0O 0O
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